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Chapter 6 - Sections & Objectives

= 6.1 Network Layer Protocols

* Explain how network layer protocols and services support communications across data networks
» Describe the purpose of the network layer in data communication.
« Explain why the IPv4 protocol requires other layers to provide reliability.
» Explain the role of the major header fields in the IPv4 packet.
« Explain the role of the major header fields in the IPv6 packet.

= 6.2 Routing

* Explain how routers enable end-to-end connectivity in a small to medium-sized business network.
« Explain how network devices use routing tables to direct packets to a destination network.
« Compare a host routing table to a routing table in a router.



Chapter 6 - Sections & Objectives (Cont.)

= 6.3 Routers

« Explain how devices route traffic in a small to medium-sized business network
» Describe the common components and interface of a router.
» Describe the boot-up process of a Cisco 10S router.

= 6.4 Configuring a Cisco Router
« Configure a router with basic configurations.
» Configure initial settings on a Cisco IOS router.

» Configure two active interfaces on a Cisco 10S router.
» Configure devices to use the default gateway



6.1 Network Layer Protocols



Network Layer in Communications

The Network Layer

* The network layer, which resides at OSI
Layer 3, provides services that allow end
devices to exchange data across a network.

The Exchange of Data

192.168.32.11 192.168.36.5
Addressing Host

IC
2

* The network layer uses four processes in
order to provide end-to-end transport:

» Addressing of end devices — IP addresses must be
unique for identification purposes.

« Encapsulation — The protocol data units from the
transport layer are encapsulated by adding IP
header information including source and
destination IP addresses.

| De-encapsulation

Data Link

* Routing — The network layer provides services to
direct packets to other networks. Routers select
the best path for a packet to take to its destination
network.

O

_

Network layer protocols 'orv."érd ransport layer PDUS between hosts
+ De-encapsulation — The destination host de-

encapsulates the packet to see if it matches its
own.



Network Layer in Communications
Network Layer Protocols

* There are several network layer
protocols in existence; however,
the most commonly implemented
are:

* Internet Protocol version 4 (IPv4)

* Internet Protocol version 6 (IPv6)

Note: Legacy network layer protocols
are not discussed in this course.

Network Layer Protocols




Characteristics of the IP Protocol
Encapsulating IP

At the network layer, IP encapsulates
the transport layer segment by adding
an IP header for the purpose of
delivery to the destination host.

The IP header stays the same from
the source to the destination host.

The process of encapsulating data
layer by layer enables the services at
different layers to scale without
affecting other layers.

Routers implement different network
layer protocols concurrently over a
network and use the network layer
packet header for routing.

]
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Network Layer PDU = IP Packet

Transport Layer Encapsulation

Metwork Layer Encapsulation

Metwork Layer PDU

IP Packet

The transpors layer adds a header so Segmenis Can De reassembled at the destination

The network layer adds a header so packsts can be routed through complex networks and reach their
destination, b TCRIR based networks. the network laver PDU i the 1P Packst




Characteristics of the IP Protocol
Characteristics of IP Characteristics of the IP Protocol

« |P was designed as a protocol
with low overhead — it
provides only the functions
required to deliver a packet
from the source to a
destination.

* An IP packet is sent to the
destination without prior
establishment of a connection

« [P was not designed to track
and manage the fIOW Of No connection with the destination is established before sending ¢ata
packets.

* These functions, if required, are

performed by other layers —
primarily TCP

]
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Characteristics of the IP Protocol

P -

* IP is a connectionless protocol:

Connectionless

No dedicated end-to-end
connection is created before data
IS sent.

Very similar process as sending
someone a letter through snail
mail.

Senders do not know whether or
not the destination is present,
reachable, or functional before
sending packets.

This feature contributes to the low
overhead of IP.

Connectionless Communication

Mail box

Letter

b]—

Letter E
—-
—_—

A fetter is sant

* [¢the receiver is present
* |t the lemer arrved

= |f the receiver can read the letter



Characteristics of the IP Protocol

|P — Best Effort Delivery

Best Effort Process

= |P is a Best Effort Delivery
protocol:

* IP is considered “unreliable”
because it does not guarantee

that all packets that are sent will IP Packet IP Packet
be received.
« Unreliable means that IP does not Fec<! e
have the capability to manage and 4
recover from undelivered, corrupt, -
or OUt Of Sequence paCketS' Packets are routed through the ] Some packets may be lost en]
network quickly. route.

* |f packets are missing or not in the
correct order at the destination,
Uppel’ |ayer prOtOCOISlserViceS As an unreliable network layer protocol, IP does not guarantee that all sent packets will be
mUSt resolve these ISSUGS received. Other protocols manage the process of tracking packets and ensuring their delivery.



Characteristics of the IP Protocol

IP — Media Independent

* |P operates independently from the
media that carries the data at lower
layers of the protocol stack — it does
not care if the media is copper cables,
fiber optics or wireless.

« The OSI data link layer is responsible
for taking the IP packet and preparing
it for transmission over the
communications medium.

* The network layer does have a
maximum size of the PDU that can be
transported — referred to as MTU
(maximum transmission unit).

* The data link layer tells the network
layer the MTU.

]
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Media Independent Process

Optical Fiber

Copper Serial

Wireless ﬁﬁ
0O000000000
o

IP Packer IP Packet

IP packets can travel over diffsrent media




IPv4 Packet
IPv4 Packet Header

An IPv4 packet header consists of the fields
containing binary numbers. These numbers
identify various settings of the IP packet

which are examined by the Layer 3 process.

Significant fields include:
Version — Specifies that the packet is IP version 4

Differentiated Services or DiffServ (DS) — Used to
determine the priority of each packet on the
network.

Time-to-Live (TTL) — Limits the lifetime of a packet
— decreased by one at each router along the way.

Protocol — Used to identify the next level protocol.

Source IPv4 Address — Source address of the
packet.

Destination IPv4 Address — Address of
destination.

vl
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Byte 1 Byte 2 Bye 3 Byte 4
e an A
Intemet Services (DS)
Version | Header
EH

ﬂ
20 Byas

Source IP Address

Destination IP Address




IPv6 Packet
Limitations of IPv4

* IPv4 has been updated to address new challenges.
* Three major issues still exist with IPv4:

» |IP address depletion — IPv4 has a limited number of unique
public IPv4 addresses available. Although there are about
4 billion IPv4 addresses, the exponential growth of new IP-
enabled devices has increased the need.

* Internet routing table expansion — A routing table contains
the routes to different networks in order to make the best
path determination. As more devices and servers are
connected to the network, more routes are created. A
large number of routes can slow down a router.

» Lack of end-to-end connectivity — Network Address
Translation (NAT) was created for devices to share a
single IPv4 address. However, because they are shared,
this can cause problems for technologies that require end-
to-end connectivity.




IPv6 Packet
Introducing IPv6

* In the early ‘90s, the IETF started
looking at a replacement for IPv4 —
which led to IPv6.

« Advantages of IPv6 over IPv4
include:

* Increased address space — based on
128-bit addressing vs. 32-bit with IPv4

* Improved packet handling — fewer fields
with IPv6 than IPv4

* Eliminates the need for NAT — no need to
share addresses with IPv6

* There are roughly enough IPv6
addresses for every grain of sand on
Earth.

]
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How Many Addresses Are Avallable with IPv6?

Nurmber Naro Nambor of Z6ros

1 Thousand 10"3 1,000
1 Million 10”6 1,000,000

1 Billion 109 1,000,000,000

1 Trillion 10*12 1,000,000,000,000

1 Quadrillion 10*15 1,000,000,000,000,000

1 Quintillion 10%18 1,000,000,000,000,000,000

1 Sextillion 10*21 1,000,000,000,000,000,000,000

1 Septilion 10%24 1,000,000,000,000,000,000,000,000

1 Octillion 10"27 1,000,000,000,000,000,000,000,000,000

1 Nonillion 10"30 1,000,000,000,000,000,000,000,000,000,000

1 Decillion 10733 1,000,000,000,000,000,000,000,000,000,000,000

1 Undecillion 1,000,000,000,000,000,000,000,000,000,000,000,000

DMU@?CWW‘M
Gmuete 340 undacillion IPV6 addresses




IPv6 Packet
Encapsulating IPv6

* The IPv6 header is simpler than the IPv4 header.

IPv4 Header IPv6 Header

ﬂ - o -

Identification

Source IP Address

“
Legend

B - Ficic names kept from IPwd to IPvE
) ''=m= and position changed in IPvE @ - ‘== and position changed in IPvé
B - Ficids not kept in IPvé @ e feidinBvE

- - Field names k=pt from IPvd 1o IPvE

]
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IPv6 Packet
Encapsulating IPv6 (Cont.)

- Advantages of IPv6 over IPv4 using the simplified header:
« Simplified header format for efficient packet handling
 Hierarchical network architecture for routing efficiency
« Autoconfiguration for addresses

 Elimination of need for network address translation (NAT) between private and
public addresses



IPv6 Packet
IPv6 Packet Header

Fields in the IPv6 Packet Header

Byte 1 | Byte 2 Byie 3 Byte 4

- >|< - | g o .
‘A
m

Payload Length

]
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40 Bytes

* |IPv6 packet header fields:

Version — Contains a 4-bit binary value set to
0110 that identifies it as a IPv6 packet.

Traffic Class — 8-bit field equivalent to the
IPv4 Differentiated Services (DS) field.

Flow Label — 20-bit field suggests that all
packets with the same flow label receive the
same type of handling by routers.

Payload Length — 16-bit field indicates the
length of the data portion or payload of the
packet.

Next Header — 8-bit field is equivalent to the
IPv4 Protocol field. It indicates the data
payload type that the packet is carrying.



IPv6 Packet
IPv6 Packet Header (Cont.)

Fields in the IPv6 Packet Header + IPv6 packet header fields:

» Hop Limit — 8-bit field replaces the IPv4 TTL
field. This value is decremented by 1 as it
passes through each router. When it
reaches zero, the packet is discarded.

* Source IPv6 Address — 128-bit field that
identifies the IPv6 address of the sending
host.

+ Destination IPv6 Address — 128-bit field that
identifies the IPv6 address of the receiving
40 Bytes host.

Byte 1 ‘ Byte 2 Byie 3 Byte 4

]
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6.2 Routing



How a Host Routes

Host Forwarding Decision  An important role of the network
layer is to direct packets between
Three Types of Destinations hosts. A host can send a packet to:

* Itself — A host can ping itself for testing
purposes using 127.0.0.1 which is referred to
as the loopback interface.

* Local host — This is a host on the same local
network as the sending host. The hosts
share the same network address.

Host  Remote host — This is a host on a remote
network. The hosts do not share the same
network address.

* The source IPv4 address and subnet
mask is compared with the
destination address and subnet
mask in order to determine if the
host is on the local network or
remote network.




How a Host Routes
Default Gateway

Default Gateway Functions

A Default Gateway ...

* Routes traffic to other networks
* Has a local IP address in the same address range 3s other hosts on the network
* Can take data in and forward data out.

vl
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The default gateway is the
network device that can route
traffic out to other networks. Itis
the router that routes traffic out
of a local network.

This occurs when the
destination host is not on the
same local network as the
sending host.

The default gateway will know
where to send the packet using
its routing table.

The sending host does not need
to know where to send the
packet other than to the default
gateway — or router.



How a Host Routes

Using the Default Gateway

Host Default Gateway
* Ahost’s routing table usually
includes a default gateway
address — which is the router IP The IP address of the R1 interface is
address for the network that the ootk \
host is on. Local Network Route
192.168.10.0/24

* The host receives the IPv4
address for the default gateway
from DHCP, or it is manually Direct
configured. -

Remote Networks

* Having a default gateway
configured creates a default route
in the routing table of a host -
which is the route the computer will
send a packet to when it needs to
contact a remote network.




How a Host Routes

Host Routing Tables

IPv4 Routing Table for PC1 « On a Windows host you can

display the routing table using:
* route print

* netstat -r

* Three sections will be
displayed:

* Interface List — Lists the Media

C:\Users\PC1> netstat -r
<output omined>
IPv4 Route Table

Active Routes:
Network Destination Interface Metric

@.0.0.0
127.0.0.0
127.0.0.1

127.255.255.255
192.168.10.0
192.168.10.1@
192.168.10.255
224.0.9.9
224.0.0.0
255.255.255.255
255.255.255.255

<output omited>

8.0.0.0
255.8.90.9
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255,.255.255
259.90.90.0
248.0.0.0
255.255.255.255
255.255.255.255

192.168.10.1
on-link
on-link
on-link
on-link
on-link
on-link
on-link
Oon-link

192.168.10.10
127.e.0.1
127.0.0.1
127.0.0.1
192.168.10.10
192.168.10.1@
192.168.10.10
127.0.0.1
192.168.10.10
127.0.0.1
192.168.10.10

25
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Access Control (MAC) address and
assigned interface number of
network interfaces on the host.

IPv4 Route Table — Lists all known
IPv4 routes.

IPv6 Route Table — Lists all known
IPv6 routes.



Router routing Tables
Router Packet Forwarding Decision

* When a router receives a packet
destined for a remote network, the

Directly Connected and Remote Network Routes

Directly connected
network Remote networks
192.168.10.0/24 10.1.1.0/24

209.166.200.224/30

RIS200.0 107204 10.1.2.0/2¢

Directly connected

i Remote networks

R1 has three directly connected networks: 192.168.10.0/24,
192.168.11.0/24, and 209.165.200.224/30. R1 also has two
remote networks that it can learn about from R2: 10.1.1.0/24 and
10.1.2.0/24

router has to look at its routing
table to determine where to
forward the packet. A router’s
routing table contains:

» Directly-connected routes — These

routes come from the active router
interfaces configured with IP
addresses.

Remote routes — These routes come
from remote networks connected to
other routers. They are either
configured manually or learned
through a dynamic routing protocol.

Default route — This is where the
packet is sent when a route does not
exist in the routing table.



Router Routing Tables

IPv4 Router Routing Table

R1 IPv4 Routing Table

192.168.10.0/24 10.1.1.0/24

10.1,2.0/24

Gateway of last resort is not set

10.0.0.8/24 is subnetted, 2 subnets
10.1.1.8/24 [99/2172416] via 209.165.200.226, 909:08:43, Seriale/e/e
10.1.2.98/24 [98/2172416] via 209.165.200.226, ©00:00:44, Seriale/e/e

192.168.10.28/24 is variably subnetted, 2 subnets, 2 masks
192.168.10.0/24 is directly connected, Gigabitethernete/e
192.168.10.1/32 is directly connected, Gigabitethernete/e
192.168.11.8/24 is variably subnetted, 2 subnets, 2 masks
192.168.11.0/24 is directly connected, GigabittEthernete/1
192.168.11.1/32 is directly connected, GigabittEthernete/i
209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks

* On a Cisco IOS router, the show ip
route command is used to display
the router’s IPv4 routing table. The
routing table shows:

 Directly connected and remote routes
* How each route was learned

» Trustworthiness and rating of the route
» When the route was last updated

* Which interface is used to reach the
destination

« Arouter examines an incoming
packet’s header to determine the
destination network. If there's a
match, the packet is forwarded
using the specified information in
the routing table.



Router Routing Tables
Directly Connected Routing Table Entries

192.168.10.0/24 10.1.1.0/24 »When a router interface is

' PC3 configured and activated, the
. following two routing table
entries are created

225 : automatically:
S0/0/0 ; o= &

* C - |ldentifies that the network is
directly connected and the interface
is configured with an IP address and
activated.

— , interface. This is the IPv4 address

% of the interface on the router.

192.168.11.0/24 10.1.2.0/24

L 4 )

DA i+ &5 B
ROUle Sourc

4

Identifies how the network was learned by the router.

vl
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Router Routing Tables

Understanding Remote Route Entries

Understanding Remote Route Entries

192.168.10.0/24 10.1.1.0/24

192.168.11.0/24

n 10.1.1.0/24 n 2170112 u 209.165,200,226, § 00:00:05,Sexrial0/0/0
Ny

10.1.2.0/24

* The D represents the Route Source which is how the
network was learned by the router. D identifies the
route as an EIGRP route or (Enhanced Interior
Gateway Routing Protocol)

10.1.1.0/24 identifies the
destination network.

90 is the administrative distance
for the corresponding network —
or the trustworthiness of the
route. The lower the number,
the more trustworthy it is.

2170112 — represents the metric or
value assigned to reach the remote
network. Lower values indicate
preferred routes.

209.165.200.226 — Next-hop or IP
address of the next router to
forward the packet.

00:00:05 - Route Timestamp
identifies when the router was last
heard from.

Serial/0/0/0 — Outgoing Interface



Router Routing Tables
Next-Hop Address * When a packet arrives at a router

destined for a remote network, it will
10.11.0/24 send the packet to the next hop
‘ address corresponding to the
destination network address in its
routing table.

» For example, if the R1 router in the
192.168.11.0/24 10.1.2.0/24 figure to the left receives a packet
mepprv— destined for a device on the
<output omiteds ) 10.1.1.0/24 network, it will send it to
Gateway of last resort is mot set
10.0.0/8 5= vardably ubnetted. 2 submete. 2 sack the next hop address of
lB:lii:E}E-i [ﬂj’li?ﬁiili 1 ."'""'-.‘.'-".??.I::‘-BE:;E—:‘BSJ 209165200226

serialafefe
18.1.2.8/24 [98/2178112] vi B5 126, BB:0B:8S5,

—— . » Notice in the routing table, a default

192.168.18.8/24 is variably subnetted, 2 subnets, 2 masks

192.168.10.8/24 is directly comnected, Gipabitetherneta/e gateway address IS nOt Set - If the

192.168.18.1/32 is directly comnected, Gigabitetherneta/e

192.168.11.8/24 is '-'-?l‘l-al}lh' subnetted, t_ﬁuhljets, 3 masks rOUter receIV?S a PaCket for_a
192.168.11.8/24 is directly comnected, GigabitEtherneta/i network that ISn’t in the rOUtlng

192.168.11.1/32 is directly comnected, Gigabitetherneta/i

209.165.200.8/24 iz variably subnetted, 2 subnets, 3 masks I 1

289.165.200.224/38 is directly connected, Seriala/e/e table’ It WI” be dropped'
289.165.208.225/32 is directly connected, seriala/ae/e




6.3 Routers



Anatomy of a Router - Arouter is a computer. Like
A Router is a Computer computers, a router requires a

CPU, an operating system, and
memory.

Cisco Integrated Service Routers

« Cisco routers are designed to
meet the needs of wide variety of
businesses and networks:

* Branch — Teleworkers, small

businesses, and medium-size branch
sites.

* WAN - Large businesses,
organizations and enterprises.

» Service Provider — Large service
providers.
* The focus of the CCNA

certification is on the branch family
of routers.

]
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Anatomy of a Router

Router CPU and OS

prgwsy
.
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Like computers, Cisco routers
require a CPU to execute OS
instructions including system
initialization, routing functions and
switching functions.

The component highlighted in the
figure to the left is the CPU of a
Cisco 1941 with the heatsink
attached. A heatsink is used to
dissipate the heat from the CPU
for cooling purposes.

The CPU requires an operating
system to provide routing and
switching functions. Most Cisco
devices use the Cisco
Internetwork Operating System
(10S).



Anatomy of a Router
Router Memory

Router Memory

Stanup

Routing Table Configuration File

Rurining
r— T

RAM uses the following applications and procasses:
* The k25 image and running configuration file

= The routing tabis ussd 10 detsrming the BEs1 path 1 uss o fonward packsts

* The ARP cache used 1o map IPvd addresses to MAC addresses

= The Packet buffer used to temporarily store packets before forwarding to the destination

Volatile memory — requires continual
power to store information.

Non-volatile memory — does not
require continual power.

A router uses four types of memory:

+ RAM - Volatile memory used to store
applications, processes, and data needed
to be executed by the CPU.

* ROM - Non-volatile memory used to
store crucial operational instructions and
a limited 10S. ROM is firmware
embedded on an integrated circuit inside
of the router.

* NVRAM - Non-volatile memory used as
permanent storage for the startup
configuration file (startup-config).

» Flash — Non-volatile memory used as
permanent storage for the 10S and other
operating system files such as log or
backup files.



Anatomy of a Router
Inside a Router

73 i * There are numerous types and
A, - models of routers, however, they all
B have the same general hardware
, : : components:
g - > P
1 i i3 « Power supply

+ Cooling fan

+ SDRAM - Synchronous Dynamic RAM
* Non-volatile RAM (NVRAM)

« CPU

* Heat shields

« Advanced Integration Module (AIM)

Power Supply

]
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Anatomy of a Router
» Cisco devices, routers, and switches
Connect to a Router typically interconnect many devices. The
Cisco 1941 router backplane includes the
following ports and connections:
* Enhanced High-speed WAN Interface Card
(eHWIC) Slots

* Auxiliary (AUX) — RJ-45 port for remote
management.

» Console Port — Used for initial configuration
and Command Line Interface access — RJ-45
or USB Type-B (mini-B USB)

» Gigabit Ethernet used to provide LAN access
by connecting to switches, users, or to other
routers.

Enhanced High-spee

» Compact Flash Slots — Labeled as CFO and
Labeled as eHWIC 0 and eHWIC 1 1o provigs modularity and fiexibiity by enabling the router to support H H

different types of interface modules, inciuding serial, digital subscriber ine (DSL), switch port, and CFl and used to prOVIde Increased Storage
wreless flash space upgradable to 4GB.

» USB port — used to provide additional storage

space.

vl
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Anatomy of a Router

LAN and WAN Interfaces

» Cisco router connections can be classified in two

categories:
* [n-band router interfaces — LAN and WAN interfaces

* Management ports — Console and AUX ports

]
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* The most common ways to access

user EXEC mode in the CLI
environment on a Cisco router:

» Console — This is a physical

management port that provides out-of-
band access to the Cisco router. Out-
of-band means that it is dedicated and
does not require network services to be
configured on the router.

Secure Shell (SSH) — This is a secure
method of remotely establishing a CLI
connection over a network. SSH does
require active networking services
configured.

Telnet — Telnet is an insecure method of
remotely establishing a CLI session
through a virtual interface over a
network. The connection is not
encrypted.



Router Boot-up
Bootset Files

* Cisco routers and switches
ARt oA During Bootup load the 10S image and

startup configuration file into
RAM when they are booted.

* The running configuration is
R modified when the network
mz.SPA.152-4.M1.bin administrator makes any
changes. These changes
should be saved to the startup
configuration file in NVRAM in
order for them to take effect on
the next reboot of the router or

105 image Load 105

Load startup-

config | during in the event of a power
loss.

vl
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Router Boot-up  Three major phases to the bootup

Router Bootup Process process of a router:
* Perform the POST and load the
How a Router Boots Up bootstrap program — During the

Power-on Self-Test, the router
executes diagnostics from ROM on
various hardware components. After
the POST, the bootstrap program is
copied from ROM into RAM and its job
is to locate the Cisco I0S and load it
into RAM.

* Locate and load the Cisco I0S
software — Typically, the 10S is stored
in flash memory and is copied into
RAM for execution by the CPU.

» Locate and load the startup
configuration file or enter setup mode
— The bootstrap program then copies
the startup config file from NVRAM
into RAM and becomes the running
configuration.

]
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Router Boot-up

Show Version Output

e Yoo i VERSALKS ), « The show version command
Technlcal Suppur't.. hitp: //www. cisco. comftechsupport d|Sp|ayS |nf0rmat|on abOUt the
Copyright (c) 1986-2012 by Cisco Systems, Inc. version of the Cisco I0S
Compiled Thu 26-Jul-12 19:34 by prod_rel_team .

software running on the router

as well as:
Router uptime is 18 hours, 9 minutes * The version of the bOOtStrap
System returned to ROM by power-on
cysten i le i program
Last reload type: m;';al Reload « Information about the hardware
Last reload reason: power-on Configuration
<output omitteds « Amount of system memory

Processor board ID FTH163EE4EZ
G L ||1‘ rf

1 terminal line




6.4 Configure a Cisco Router



Configure Initial Settings
Basic Switch Configuration Steps

Sample Switch Configuration

< ;’ 1101.10‘74
64,1000t

192.168.10.0/24

1 209.165.200.224/30

192,168.11.0/24 10.1.2.0/24

Switch> enable

Switch# configure terminal

Switch(config)# hostnase S1

Si(config)# enable secret class

Si(config)# line console @

Si(config-line)# password cisco

Si(config-line)# login

S1(config-line)# line vty @ 15

si(config-line)# password cisco

Si(config-line)# login

S1(config-line)# exit

Si1(config)# service password-encryption

s1(config)# banner motd #No unauthorized access allowed!s
si(config)# interface vianl

Si(config-if)# ip address 192.168.10.58 255.255.255.0
Si1(config-if)# no shutdown

« Cisco routers and switches have
many similarities in regards to their
configuration:

« Support a similar operating system.
» Support similar command structure.

« Support many of the same
commands.

« They also have identical initial
configuration steps when
implemented in a network.

* The commands on the left display a
sample configuration of a switch.



Configure Initial Settings
Basic Router Configuration Steps

Configuring Hostname

192.168.10.0/24 Cg' ) 10.1.1.0/24

GOJ0
1 209.165.200.224/30 1

10.1.2.0/24

Router> enable
Router# configure terminal
Enter configuration

Router> en

Router# conf t

Enter configuration
commands, one per line.
End with CNTL/Z.

Q
pil

commands, one per line.

End with CNTL/Z.
Router(config)# hostname R1
R1(config)#

Router(config)# ho R2
R2(config)#

« Similar to the configuration of a

switch on the previous slide, the
initial configuration should include:

Configure the router’s device nhame
Secure the user EXEC mode

Secure remote Telnet and SSH access
Secure privileged EXEC mode

Secure all passwords in the config file

Provide legal notification — Authorized
access only

Save the configuration



Configure Interfaces - For routers to be reachable by other
Configure Router Interfaces devices in the network, the in-band

interfaces must be configured. For
example, a Cisco 1941 router has

192.168.10.0/24 ( tflg,‘ ) N ans four in-band interfaces:
1

* Two Gigabit Ethernet Interfaces — G0/0
and GO/1

* One serial WAN Interface card with two
interfaces — S 0/0/0 and S0/0/1

« The commands in the figure to the
R1# conf t left provide an example of how to

f 2 line. \ y
i e configure a router’s interface to
R1(config)# . .o
R1(config)s interface gigabitethernet /6 provide network connectivity.
Ri(config-if)# ip address 192.168.10.1 255.255.255.0

Ri(config-if)# description Link to LAN-10

R1(config-1¥)# no shutdoun * Itis important that you use the

ZLINK-S5-CHANGED: Interface Gigabitethernete/e,

changed state to up command no shutdown when you
ZLINEPROTO-S5-UPDOWN: Line protocol on Interface -

Gigabitetherneta/e, changed state to up are ready to make the interface
R1(config-if)#exit .

Ri(config)# aCtIVG .

Ri(config)#int go/1
1 lronfig ifisin add 182 168 11 1 JEC 9CEC PEC A

GO0
1 209.165.200.224/30

220

192.168.11.0)24 10.1.2.024




Configure Interfaces

Verify Interface Configuration

The show ip interface brief Command Output

192.168.10.0/24 ( : g‘
GD/0
- 1 209.165.200.224/30

192.168.11.0/24

Ri# show ip interface brief
Interface IP-Address o2

Gigabitethermet@/@ 192.168.10.1 YES mamual wp
Gigabitethermete/l 192.163.11.1 YES mernal wp
Seriala/e/e 209,165.209.225 YES marual uwp
seriale/e/1 unassigned YES NRM administratively don  down

viam unassigned YES NARM admimistratively down down
R

Type escape sequence to abort.
sending 5, 1ee-byte IOP Echos to 209.165.209.226,
timeout is 2 seconds:

10.1.1.0/24

10.1.2.0/24

 After configuring an interface, or for
troubleshooting purposes, there are
several commands that can be used:
» show ip interface brief — Provides you a
summarized view of all interfaces to verify if

they are activated and operational. Look
for Status of “up” and Protocol of “up”.

* show ip route — Displays the contents of
the IPv4 routing table stored in RAM.

* show interfaces — Displays the IPv4
statistics for all interfaces on a router.

+ Remember to save your configuration
changes with the copy running-
config startup-config command.



Configure the Default Gateway
Default Gateway for a Host

Pinging a Local Host

For an end device or a host to
communicate over the network, it
must be configured with the correct
IP address information including the
default gateway address.

The default gateway is only used
when the host wants to send a
packet to a device on another
network — if the device is on the
same network, it can send it directly
to that device.

If PC1 needs to send a packet to
PC3 which is on a different network,
it must send it to the default gateway
address of 192.168.10.1 on router
R1’s GO/0 interface.



Configure the Default Gateway
Default Gateway for a Switch

Si# show running-config
Building configuration...
!

<output omined> A
service password-encryption
!

hostname S1

I

Interface vliani
) 2.16

152.168.10.1

Normally, a Layer 2 device, such as
a switch, does not require an IP
address to function.

An IP address, subnet mask, and
default gateway address are
required in order to connect to it
remotely (via SSH or Telnet) for
configuration or administrative
purposes.

Use the command ip default-
gateway global configuration
command to configure the default
gateway on a switch.

It is important to note that a switch
does not use the default gateway
address to forward packets to from
hosts on its local network to remote
networks.



6.5 Summary
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