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Chapter 8 - Sections & Objectives

= 8.1 DHCPV4
* Implement DHCPv4 to operate across multiple LANs in a small to medium-sized business
network.

» Explain how DHCPV4 operates in a small- to medium-sized business network.
» Configure a router as a DHCPv4 server.

» Configure a router as a DHCPv4 client.

» Troubleshoot a DHCP configuration for IPv4 in a switched network.

= 8.2 DHCPVG6

* Implement DHCPvV6 to operate across multiple LANs in a small to medium-sized business
network.

« Explain the operation of DHCPV6.

« Configure stateless DHCPvV6 for a small to medium-sized business.
« Configure stateful DHCPV6 for a small to medium-sized business.

» .. Troubleshoot a DHCP configuration for IPv6 in a switched network.



8.1 DHCPv4



DHCPv4 Operation
Introducing DHCPV4

= DHCPV4 assigns IPv4 addresses and other network configuration information dynamically.

* Adedicated DHCPv4 server is scalable and relatively easy to manage.
« A Cisco router can be configured to provide DHCPv4 services in a small network.

| can provide you an IP
address and other
information.

| need the services of a DHCP
server for IP addressing and
other information.
SEEmpe— g —
\
' ﬁ "

DHCP Server DHCP Client

]
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DHCPv4 Operation
DHCPv4 Operation

Server

"1 would like to request an address." _

DHCPOEFER "1 am DHCPsvr1. Here is an address | can offer."

Unicast

"1 accept the |IP address offer."

DHCPACK ," Your acceptance is acknowledged."

Unicast L |

=

Client

DHCPDISCOVER
Broadcast

DHCPREQUEST
Broadcast

= Four step process for a client to obtain a

lease:

1. DHCP Discover (DHCPDISCOVER) -
client uses Layer 2 and Layer 3 broadcast
addresses to find a DHCP server.

2. DHCP Offer (DHCPOFFER) - DHCPVv4
server sends the binding DHCPOFFER
message to the requesting client as a
unicast.

3. DHCP Request (DHCPREQUEST) — the
client sends back a broadcast
DHCPREQUEST in response to the servers
offer.

4. DHCP Acknowledgment (DHCPACK) —
the server replies with a unicast DHCPACK
message.



DHCPv4 Operation
DHCPv4 Message Format

* DHCPv4 messages: L L D A

° |f Sent from the Client, use UDP source OP Code Hardware Type Hardware Address Hops
port 68 and destination port 67. o o Le(rf;th o
* |f sent from the server, use UDP Transaction Kientifiss
source port 67 and destination port 68. Seconds - 2 bytes Flags - 2 bytes

Client IP Address (CIADDR) - 4 bytes
Your IP Address (YIADDR) - 4 bytes
Server IP Address (SIADDR) - 4 bytes
Gateway IP Address (GIADDR) - 4 bytes
Client Hardware Address (CHADDR) - 16 bytes
Server Name (SNAME) - 64 bytes

Boot Filename - 128 bytes

DHCP Options - variable

Format and fields of a DHCPv4 Message

]
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DHCPv4 Operation
DHCPv4 Discover and Offer Messages

DHCPv4 Client A > DHCPv4 Server DHCPv4 Client A - DHCPv4 Server
1P: 22 192.168.1.254/24 1P: 22 192.168.1.254/24
Ethernet Frame P ubP DHCPDISCOVER Ethernet Frame P uop DHCP Reply

CIADDR: 192.168.1.10
DST MAC: MAC A IP SRC: 192.168.1.254 GIADDR: 0.0.0.0
SRC MAC: MAC Serv IP DST: 192.168.1.10 Mask: 255.255.255.0
CHADDR: MAC A

CIADDR: 0.0.0.0
DST MAC: FF:FF:FF:FF:FF:FF |IP SRC: 0.0.0.0 GIADDR: 0.0.0.0
SRC MAC: MAC A IP DST: 255.255.255.255 Mask: 0.0.0.0

CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address

GIADDR: Gateway |P Address
CHADDR: Client Harcdware Address

MAC: Media Access Control Address
CIADDR: Client IP Address

GIADDR: Gateway IP Address
CHADDR: Client Hardware Address

The DHCP client sends an IP broadcast with a DHCPDISCOVER packet. In this example, the DHCP server The DHCP server picks an IP address from the available pool for that segment, as well as the other

is on the same segment and will pick up this request. The server notes the GIADDR field is blank; segment and global parameters. The DHCP server puts them into the appropriate fields of the DHCP
therefore, the client is on the same segment. The server also notes the hardware address of the client in packet. The DHCP server then uses the hardware address of A (in CHADDR) to construct an appropriate
the request packet. frame to send back to the client.

]
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Configuring a Basic DHCPv4 Server
Configuring a Basic DHCPv4 Server

= Configuring a Cisco router as a
DHCPv4 server:

Rl (config) # ip dhcp excluded-address 192.168.10.1 192.168.10.9

: EXCIUdmg IPv4 Addresses — 1P R1(config)# ip dhcp excluded-address 192.168.10.254

dhcp excluded-address can R1(config)# ip dhcp pool LAN-POOL-1
exclude a single address or a range ISR Ge RS tat R s o= SR T PR I L L L
of addresses from being assigned, R1 (dhcp-config) # default-router 192.168.10.1
. . . R1 (dhcp-config) # dns-server 192.168.11.5
* Conflgurlng a DHCPv4 Pool - 1P R1 (dhcp—config) # domain-name example.com
dhcp pool pool-name command R1 (dhcp-config) # end
creates a pool with the specified R14#

name and puts the router in
DHCPv4 configuration mode.

» Address pool assigned using
network command.

« Default gateway assigned using
default-router command.

» Other commands are optional.



Configuring a Basic DHCPv4 Server
Verifying DHCPv4

R1# show running-config | se

dhcp server statistics

= Verify DHCPv4 configuration using the show running-config |section dhcp command.
= Verify the operation of DHCPv4 using the show ip dhcp binding command.

= Verify that messages are being received or sent by the router using the show ip dhcp server
statistics command.



Configuring a Basic DHCPv4 Server
DHCPv4 Relay

)4 interface g0/0
if}# ip helper-address 192.168.11.6
if)# end
interface g0/0
et ( 15 5

<output omitted=>

Looking for a DHCPv4 -
server.... DNS Server DHCPv4

192.168.11.5 Server
192.168.11.6

= DHCPDISCOVER messages are sent as broadcast messages.
= Routers do not forward broadcasts.

= A Cisco IOS helper address is configured so that the router acts as a relay agent forwarding the
message to the DHCPv4 server.



Configuring DHCPv4 Client
Configuring a Router as DHCPv4 Client
= Small office/home office (SOHO)

and branch sites often have to be
configured as DHCPV4 clients.

ISP

= Use the ip address dhcp
interface configuration mode ')} interface go/1
Command. E _Z ip address dhcp

} # no shutdown




Configuring DHCPv4 Client
Configuring a Wireless Router as a DHCPv4 Client

Wireless-N = Wireless routers are set to
S Firmware Version: v0.93.3 receive IPv4 addressing

Wireless-N Broadband Router WRT300N

Setup [ wesewsecuty AT Ao pen ot information automatically from
T Agyancad Routng the ISP,

Basic Setup

Internet Setup

'Automatic Configuration - DHCP ~

Intermet
Connection type

OPt'ona| Sangs Host Name:
(required by some
internet service
providers)  pery. =

Domain Name:

Size: 1500

]
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Troubleshoot DHCPV4
Troubleshooting Tasks

Troubleshooting Task 1: Resolve address conflicts.
Troubleshooting Task 2: Verify physical connectivity.
Troubleshooting Task 3: Test with a static IPv4 address.

Troubleshooting Task 4: Verify switch port configuration.
Troubleshooting Task 5:

Test from the same subnet or VLAN.

R1# show ip dhcp conflict

IP address Detection Method Detection time
192.168.10.32 Ping Feb 16 2013 12:28 PM

192.168.10.64 Gratuitous ARP Feb 23 2013 08:12 AM




Troubleshoot DHCPv4
Verify Router DHCPv4 Configuration

R1# show running-config | section interface GigabitEthernet0/0 " Verify DHCPV4 Relay - use
interface GigabitEthernet0/0 show runnlng-co nf|g

'p addre command to verify that the ip
helper address is configured.

speed auto
R14 = Verify DHCPv4 configuration -
use the show running-

R1# show running-config | include no service dhcp

R14 config | include no service
dhcp command to verify dhcp
is enabled because there is

no match for the no service
dhcp.



Troubleshoot DHCPv4
Debugging DHCPV4

= The extended ACL iS used W|th R1 (config)# access-1list 100 permit udp any any eq 67
. Rl (config)# access-list 100 permit udp any any eq 68
the debug ip packet command R1(config)# end

to display only DHCPv4 I-‘i;l:l# -Ic“lebug ?'.p pécket 100

AC ging is on for

mesSsages.

= Another troubleshooting command
Is the debug ip dhcp server
events.

<output omitted>

R1# debug ip dhcp server events
DHCPD: returned 192.1 .10.11 to dre »1 LAN-POOL-1
i [P add 1¢ ] 1C 2 to client




8.2 DHCPVG6



SLAAC and DHCPv6
Stateless Address Autoconfiguration (SLAAC)

= Two methods to dynamically assign
ﬁson é g IPv6 global unicast addresses:

- o
Client

« Stateless Address Autoconfiguration

(SLAAC).
m— « Dynamic Host Configuration Protocol
IPv6 all-routers multicast Router Solicitation (RS)
< "| need a Router Advertisement from the for IPv6 (StaterI DHCPV6)

Lrouter. X

= SLAAC uses ICMPv6 Router
Solicitation and Router
Advertisement messages to provide

Router Advertisement (RA) ‘ (Bus all-nodee ridiiicast addressing and other configuration

" Here is your prefix, prefix length, and .

other information." information .




SLAAC and DHCPv6
SLAAC Operation

The router must have IPv6 routing enabled-
Ipv6 unicast-routing

PC1 sends an RS message to the all-routers
multicast address that it needs an RA.

R1 responds with an RA message that has
the prefix and prefix length of the network.

PC1 uses this information to create its IPv6
global unicast address. It creates its interface
id using EUI-64 or randomly generates it.

PC1 must verify that the address is unique by
sending an ICMPv6 Neighbor Solicitation
message.

6 G0/0 é g‘

Client

"1 need an RA from the router." RS
. IPv6 all-routers multicast

RA .

"Here is a prefix, prefix-length, etc."
IPv6 all-nodes multicast |

Y

[ After generating my Interface ID, the prefix and prefix length |IPV6 Global Unicast
will be used to create my IPv6 address." Address

Duplicate Address
“Is this IPv6 address already used?" | Detection
- | IPv6 solicited- node
multicast




SLAAC and DHCPv6
SLAAC and DHCPv6

= Different combinations of the Managed

ﬁ Goro é g Address Configuration flag (M flag) and

Clent the Other Configuration flag (O flag) in
I need an RA rom RS | the RA determine how the IPv6 address

) — is assigned:

RA Options * SLAAC (Router Advertisement only)

" Only use this RA."

ARG Gty et i 3 « Stateless DHCPv6 (Router Advertisement
and DHCPv6)

Sl D o N + Stateful DHCPv6 (DHCPV6 only)

and DHCPv6 |

Stateful DHCPv6: ——— " Use a DHCPV6 server.”
DHCPv6 Only | [ >




SLAAC and DHCPv6
SLAAC Option

= SLAAC is the default on Cisco routers. Both the M flag and the O flag are set to 0 in the RA.

= This option instructs the client to use the information in the RA message only.

The RA message contains all the addressing
information | need. There is no other
information available from a DHCPv6 server.

ﬁeom 5

Router Solicitation

Router Advertisement
eMﬂag=O/Oﬂag=0

vl
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SLAAC and DHCPv6
Stateless DHCPv6 Option

= DHCPV6 is defined in RFC 3315.

= Stateless DHCPv6 option - client e‘m
uses the RA message for
addressing, additional parameters
are obtained from DHCPV6

DHCPv6 Server

The RA message has some addressing

Router Solicitation 3
g information but | must contact a DHCPv6 server

&

for remaining information, such as DNS

server. addresses.
Router Advertisement
= O flag is set to 1 and the M flag is O o omea- 3
left at the default setting of 0. Use DHCPv6 operations
command ipv6 nd other-config- (4 B >
flag.

]
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SLAAC and DHCPv6
Stateful DHCPv6 Option

= RA message informs the client
not to use the information in 6@/0
the RA message. DHCPV6 Server

= All addressing and

- (S
configuration information must < L S°"°“a"°'1{) .

be obtained from a stateful .
D H C PV6 Se rve r Router Advertisement
o M flag = 1

Y

= M flag is set to 1. Use the
command ipv6 nd managed-
config-flag.

DHCPv6 operations

7D
- -
‘ " S

]
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SLAAC and DHCPv6
DHCPv6 Operations

SLAAC Operations

DHCPv6 Server

Router Solicitationo

eRouter Advertisement

DHCPv6 Operations

SOLICIT To all DHCPv6 Servers

o

ADVERTISE Unicast

e‘REQUEST or INFORMATION-REQUEST Unicast

REPLY Unicast

6

DHCPv6 messages from server to client use
UDP port 546. Client to server use UDP port
547.

Client sends a DHCPv6 SOLICIT message
using FF02::1:2.

DHCPV6 server responds with a DHCPv6
ADVERTISE unicast message.

Stateless DHCPvV6 client - Generates its own
address. Sends a DHCPv6 INFORMATION-
REQUEST to the DHCPV6 server requesting
only configuration parameters.

Stateful DHCPv6 client - Sends a DHCPvV6
REQUEST message to server for an IPv6
address and all other configuration parameters.



Stateless DHCPv6

Configuring a Router as a Stateless DHCPV6 Server
= Step 1 — Enable IPv6 routing. ipv6 unicast-routing
= Step 2 — Configure a DHCPvV6 pool. ipv6 dhcp pool pool-name
= Step 3 — Configure pool parameters. dns-server server-address

= Step 4 — Configure the DHCPV6 interface ipv6 dhcp server pool-name

R1 (config)# ipv6 unicast-routing

R1 (config)# ipv6 dhcp pool TIPV6-STATELESS

R1 (config-dhcpv6) # dns—-server 2001:db8:cafe:aaaa::5
R1 (config-dhcpvé)# domain-name example.com

Rl (config-dhcpvé) # exit

R1 (config)# interface g0/1

Rl (config-if)# ipv6 address 2001:db8:cafe:1::1/64
Rl (config-if)# ipv6e dhcp server IPV6-STATELESS

Rl (config-if)# ipveé nd other-config-flag




Stateless DHCPV6
Configuring a Router as a Stateless DHCPv6 Client

= Step 1 — IPv6 enabled on interface ipv6 enable

= Step 2 — enable automatic configuration of IPv6 addressing ipv6 address autoconfig

Stateless DHCPv6 Server DHCPv6 Client

R3 (config)# interface g0/1

R3 (config-if)# ipv6é enable
R3(config-if)# ipv6 address autoconfig

R3 (config-if) #




Stateless DHCPV6
Verifying Stateless DHCPv6

= Commands to verify Stateless
DHCPVG:

* show ipv6 dhcp pool

° ShOW running_co nf|g :: . — E7:DET" : , subnet i :DB8:CAFE:1::/64 [EUT/CAL/PRE]

preferred lifetime

* show ipv6 interface
« debug ipv6 dhcp detail

R1# show ipvé dhcp pool

DHCPv6 pool: IPV6-STATELESS

DNS server: 2001:DB8:CAFE:AAAA::D
Domain name: example.com

Active clients: 0
R1#




Stateful DHCPv6 Server
Configuring a Router as a Stateful DHCPv6 Server

= Step 1 — Enable IPv6 Routing.

* ipv6 unicast routing

g) # ipvé unicast-routing

. R # ipvé dhcp pool IPV6-STATEFUL
= Step 2 — Configure a DHCPvV6 pool. Syt # address prefix 2001:DB8:CAFE:1::/64 lifetime infinite

f dns-server 2001:db8:cafe:aaaa::5

* ipv6 dhcp pool pool-name RI (conf b aomain o evegle.con
. ; WFig) # intefface go/1
= Step 3 — Configure pool parameters: |y PPy
) ) R1 (cc g-if) # ipvé dhcp server IPV6-STATEFUL
« address prefix prefix/length Rl (config-if) # ipvé nd managed-config-flag

* dns-server dns-server-address
« domain-name domain-name
= Step 4 - Configure DHCPV6 interface:

* ipv6 dhcp server pool-name
* ipv6 nd managed-config-flag



Stateful DHCPv6 Server
Configuring a Router as a Stateful DHCPv6 Client

e

Stateful DHCPv6 Server DHCPv6 Client

ig)# interface g0/1

if)# ipv6é enable
ig-il)t ipvé address dhcp
ig-if)4

= Step 1 — Allow the router to send RS messages and participate in DHCPvV6.
* ipv6 enable

= Step 2 — Make the router a DHCPvV6 client.
* ipv6 address dhcp



Stateful DHCPv6 Server
Verifying Stateful DHCPvV6

= Use the following commands to
verify Stateful DHCPVG6:
* show ipv6 dhcp pool
* show ipv6 dhcp binding
« show ipv6 interface

subnet is

R1# show ipv6 dhcp binding

287 :DE

valid lifetime INFINITY,

r




Stateful DHCPvV6 Server

Configuring a Router as a DHCPv6 Relay Agent

2001:DB8:CAFE:9::/64  50/0/0

S0/0/0
i

DHCPv6 Relay Agent

2001:DB8:CAFE:1::/64

=f

! ! ' DHCPv6 Server
5

2001:DB8:CAFE:1::6

2001:DB8:CAFE:A::/64

2001:DB8:BEEF:1::/64

= |f the DHCPvV6 server is located
on a different network than the
client, the router can be
configured as a DHCPV6 relay
agent.

* ipv6 dhcp relay destination
destination-address

fig)# interface g0/0
-if)# ipvé dhcp relay destination 2001l:db8:cafe:1::6

Fig-if) 4 end
#+ show ipvé dhecp interface g0/0

is in relay mode




Troubleshoot DHCPVv6
Troubleshooting Tasks

Troubleshooting Task 1 Resolve address conflicts.
Verify allocation method.

Test with a static IPv6 address.
Verify switch port configuration.

Troubleshooting Task 5 Test from the same subnet or VLAN.

]
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Troubleshoot DHCPv6
Verify Router DHCPv6 Configuration

= Use the show ipv6 interface
command to verify DHCPv6
configuration.

<output omitted>

Hosts use DHCI




Troubleshoot DHCPv6
Debugging DHCPV6

R1l# debug ipvé dhcp detail
IFve DH gging is on

bitEtherne

), xid 131

-TIME (8), len 2

len 10

<outp

= To verify the receipt and
transmission of DHCPv6
messages:

debug ipv6 dhcp detail



8.3 Chapter Summary



Conclusion
Packet Tracer - Skills Integration Challenge

Nmim
CIsco. Cisco Networking Academy Mird Wide Operr
Packet Tracer — Skills Integration Challenge
Topology
1P e cisco.phs
209.165.201.10
DNS Server
209,165.201.14
F A 2 A
=1 Pz PC3
YLAN 10 VLAN 20 VA0
Addressing Table
Device Interface IP Address Subnet Mask  Default Gateway
Gomir 7231400 | 265255255224 | NiA
GO/0.20 172.31.20.1 255.255.255.240  NIA
R1 GO0 172.31.30.1 255256255128 NIA
GO/D4D 172.31.40.1 255256255152 NIA
=0 DHCP Assigned  DHCP Assigned WA
P NI DHCP Assigned  DHCP Assigned  DHGP Assigned
P2 NI DHCP Assigned  DHCP Assigned  DHCP Assigned
P3 NI DHCP Assigned  DHCP Assigned | DHGP Assigned
P4 NI DHCP Assigned  DHCP Assigned  DHGP Assigned
]
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Conclusion

Chapter 8: DHCP

= Implement DHCPv4 to operate across multiple LANs in a small to medium-sized business
network.

= Implement DHCPV6 to operate across multiple LANs in a small to medium-sized business
network.
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