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Implementing Virtual

Private Networks

Cryptosystem

- A system to accomplish the encryption/decryption, user
authentication, hashing, and key-exchange processes.

- Acryptosystem may use one of several different methods,
depending on the policy intended for various user traffic
situations.

Hmiim
cisco

VPN
Terminology

Encryption / Decryption

- Encryption transforms information (clear text) into ciphertext
which is not readable by unauthorized users.

- Decryption transforms ciphertext back into clear text making it
readable by authorized users.

- Popular encryption algorithms include:
- DES
— 3DES
~ AES
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Authentication / Hashing Non-repudiation

- Guarantees message integrity by using an algorithm to convert a - Is the ability to prove a transaction occurred.
variable length message and shared secret key into a single — Similar to a signed package received from a shipping company.
fixed-length string. L . o . ) L
- This is very important in financial transactions and similar data
- Popular hashing methods include: transactions.
— SHA (Cisco default)
~ MD5
— e | S S S [— — s | S S S —
Diffie-Hellman Key Exchange Let's watch youtube...
- How do the encrypting and decrypting devices get the shared « http://www.youtube.com/v/U62S8SchxX4
secret key?

— The easiest method is Diffie-Hellman public key exchange.
- Used to create a shared secret key without prior knowledge.

- This secret key is required by:
— The encryption algorithm (DES, 3DES, AES)
— The authentication method (MD5 and SHA-1)
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Pre-Shared Key IPsec - Internet Protocol Security

- ldentifies a communicating party during a phase 1 IKE - A*“framework” of open standards developed by the IETF to create
negotiation. a secure tunnel at the network (IP) layer.

- The key must be pre-shared with another party before the peers = ltspells aut the rules for secure commuricafiors.

routers can communicate. - IPsec is not bound to any specific encryption or authentication
algorithms, keying technology, or security algorithms.

= B S e e — Sl = B S e e —
IPsec Protocol Framework Crypto Map
IPsec - A Cisco I0S software configuration entity that performs two
Framework

primary functions.
— First, it selects data flows that need security processing.

— Second, it defines the policy for these flows and the crypto peer that traffic
needs to go to.
- Acrypto map is applied to an interface.

A A

MD5 = SHA

' ' E‘
§

Choices:

IPsec Protocol

Encryption

Authentication

DH
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SA - Security Association

- Is a contract between two parties indicating what security
parameters, such as keys and algorithms will be used.

- A Security Parameter Index (SPI) identifies each established SA.

Cryptography Names

Alice and Bob

— Are commonly used placeholders in cryptography.
— Better than using Person A and Person B

— Generally Alice wants to send a message to Bob.

Carol or Charlie
— Athird participant in communications.

- Dave is a fourth participant, and so on alphabetically.

- Eve
— An eavesdropper, is usually a passive attacker.
— She can listen in on messages but cannot modify them.

- Mallory or Marvin or Mallet
— A malicious attacker which is more difficult to monitor.
— He/She can modify and substitute messages, replay old messages, etc.

Walter
— Awarden to guard Alice and Bob depending on protocol used.

Conventional Private Networks
Conventional

Central

Site

Relay

= Higher cost
- Less flexible
+ WAN management
= Complex topologies
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Virtual Private Networks

VPN

Central
Site

Frame
Internet > Relay
Frame Relay
VPN Service
Tunnel
Frame
Branch Relay
Office
+ Lower cost

* More flexible
= Simpler management
« Tunnel topology

Characteristics of VPNs

Characteristic Purpose

Authentication Ensures that only authorized senders and devices enter the
network

Data confidentiality Protects data from eavesdroppers (spoofing)

Data integrity Gi that no ing or ions occur

VPNs

 AVirtual Private Network (VPN) provides the same network
connectivity for remote users over a public infrastructure as they
would have over a private network.

- VPN services for network connectivity include:
— Authentication
— Data integrity
— Confidentiality

VPN Concepts

- Asecure VPN is a combination of concepts:

Virtual

— e
) ——— O

Private Network ~————————————3 Encryption
I Encrypted I
Encrypt Message Decrypt

Virtual Private Network = Tunneling + Encryption
T I EEETTEEDT 49z IIaaaas 1

© 2006, Cisco Systems, Inc. All rights reserved.
Presentation_ID.scr



VPN Packet Encapsulation

= Carrier protocol:
- The protocol over which the information is traveling (Frame Relay, ATM, MPLS)
= Encapsulating protocol:
- The protocol that is wrapped around the original data (GRE, IPsec, L2F, PPTP, L2TP)
« Passenger protocol:
- The protocol over which the original data was being carried (IPX, AppleTalk, IPv4, IPv6)

VPN Packet Encapsulation

Packet from the client computer Packet in transmission through the Internet
SMTP

TCP
P
PPP

-

ISP -
N .~ Packet from the VPN
Access|| VPN N -

Server [1 Device N -
-
-
Inter

VPN Tunnel

Two Types of VPNs

- Site-to-Site VPNs:
— Intranet VPNs connect corporate headquarters, remote offices, and branch
offices over a public infrastructure.
— Extranet VPNs link customers, suppliers, partners, or communities of interest
to a corporate Intranet over a public infrastructure.

- Remote Access VPNs:

— Which securely connect remote users, such as mobile users and
telecommuters, to the enterprise.
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Site-to-Site VPNs

Main Office

VPN Router

IPsec/GRE

Remote Access VPNs

Remote Access VPNs

Remote Access VPNs

alialn
cisco

English v

Usemame
Welcome to fswen ]
Cisco Systems = | == |sseee
SSLVPN Service
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Cisco VPN Product Line

Product Choice Remote RSeS| site-to-Site VPN
Cisco VPN-Enabled Router Secondary role Primary role
Cisco PIX 500 Se([i:;;?t):urity Appliances Secondary role Primary role
Cisco ASA 5500 Adaptive Security Appliances Primary role Secondary role
Cisco VPN 3000 Series Concentrators Primary role Secondary role
Home Routers (Linksys, D-Link, ...) Primary role Secondary role

Layer 3 Tunneling

« There are 2 popular site-to-site tunneling protocols:
— Cisco Generic Routing Encapsulation (GRE)
— IP Security Protocol (IPsec)

- When should you use GRE and / or IPsec?

User Traffic

Use GRE

Use IPsec
Tunnel VPN

i
cisco

Generic Routing Encapsulation (GRE)

GRE can encapsulate almost any other type of packet.
— Uses IP to create a virtual point-to-point link between Cisco routers

— Supports multiprotocol (IP, CLNS, ...) and IP multicast tunneling (and
therefore routing protocols)

— Best suited for site-to-site multiprotocol VPNs
— RFC 1702 and RFC 2784

GRE header adds 24 bytes
of additional overheat

Srmnesney

1 23 0

Idenifies the presence of opiional Idenifies the type of payload;
header fields EtherType 0x800 is used for IP.
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Optional GRE Extensions Generic Routing Encapsulation (GRE)

+ GRE can optionally contain any one or more of these fields: - GRE does not provide encryption!
— Tunnel checksum — It can be monitored with a protocol analyzer.
— Tunnel key

- However, GRE and IPsec can be used together.
— Tunnel packet sequence number

- IPsec does not support multicast / broadcast and therefore does
not forward routing protocol packets.

— However IPsec can encapsulate a GRE packet that encapsulates routing
[ p Jore[ ® | 1er | Data | traffic (GRE over IPsec).

- GRE keepalives can be used to track tunnel path status.

Default GRE Header ‘ Flags |”""""“"'|j |Mu|[ omu| Key ‘ Sommne
° T

Used for basic plaintext authentication
and to distinguish between tunnels
using the same source and destination
addresses (1.¢., parallel tunnels)

Keeps track of
packet order

Five Steps to Configuring a GRE Tunnel Five Steps to Configuring a GRE Tunnel

1. Create a tunnel interface: interface tunnel 0

2. Assign the tunnel an IP address.

3. ldentify the source tunnel interface: tunnel source

4. ldentify the tunnel destination: tunnel destination 192.168.3.024 ] 192.168.5.024

5. (Optional) Identify the protocol to encapsulate in the GRE 2421652011 209.165.200.255

tunnel: tunnel mode gre ip IP Transport Network
— By default, GRE is tunneled in an IP packet.

R1(contin) # intestace cumnel 0 K2 (contio) ¢ intestace tomnel 0
R(contiq i)} ip address 10.1.1.1 255.258.255.252 | | R2(confia-if)¥ ip address 10.1.1.2 255.255.255.252
Rl(config-if)# tunnel source serial 0/0 R2(config-if)# tunnel source serial 0/0
Ri(contid-i0)} tunnel destination 209.165.200.225 R2 (contig 1)) tunnel destination 209.165.201.1
Ri(contianit)§ tunnal mode gre ip R2(contig-it)) tunnel mode gve 1p
R (contig-ind R (contigingd

— s | B e S [— T | B S S [—
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GRE Tunnel Example e

10.1.1.0  BranchA 10.1.10.0 Central A 10.2.1.0

192.168.2.1 192.168.1.1

BranchA# show running-config interface tunnel 100
description VPN connection back to central A

ip address 10.1.10.2  255.255.255.0

no ip directed broadcast

tunnel source 192.168.2.1

tunnel destination 192.168.1.1

tunnel mode gre !

IPsec - Internet Protocol Security IPsec Protocol Framework

- A*“framework” of open standards developed by the IETF to create
a secure tunnel at the network (IP) layer.
— It spells out the rules for secure communications.
~ RFC 2401 - RFC 2412

IPsec Framework

IPsec Protocol
- IPsec is not bound to any specific encryption or authentication

algorithms, keying technology, or security algorithms. conteentaty

- IPsec allows newer and better algorithms to be implemented

without patching the existing IPsec standards.
Integrity

Authentication

Diffie-Hellman

© 2006, Cisco Systems, Inc. All rights reserved. 10
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IPsec Protocol Framework Confidentiality

Choices

IPsec Protocol
IPsec Protocol

Confidentiality

Confidentiality

Integrity

Authentication

Authentication

.

.

Diffie-Hellman

Integrity Authentication

IPsec Framework

Choices

Choices
IPsec Prolocol IPsec Protocol AH ESP Fi:
Confidentality AES SEAL Confidentiality DES D:S AES SEAL
Integrity “ MDS ' Intagrity MDS SHA
Authentication Authentication
Diffie-Hellman DH1 160-bits DH7 Diffie-Hellman DH1 DHz DH5 DH7
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Secure Key Exchange IPsec Framework Protocols

IPsec Framework

- IPsec uses two main protocols to create a security framework:

>hoici . .
o Chowes ~ AH: Authentication Header
— ESP: Encapsulating Security Payload
AH ESP ESP P 9 Y Pay!

+AH
onfidentiality DES 2 AES SEAL
Confidentiality A

Integrity MD5 SHA

Authentication

PSK RSA
Diffie-Heliman n DH1 DH2 DH5 H7
768 bits 1024 bits | 1536 bits)|
S

Used by DES and 3DES  |Used by AE:

Authentication Header (AH) Authentication Header (AH)

- AH provides authentication and optional replay-detection - AH does not provide confidentiality (encryption).

services. — Itis appropriate to use when confidentiality is not required or permitted.
— It authenticates the sender of the data. — All text is transported unencrypted.

— AH operates on protocol number 51.

— AH supports the HMAC-MD5 and HMAC-SHA-1 algorithms. : :Eoing)éee:?#::ﬁﬂ?de;ﬂ?r:g ?Ifat:seitdata and verifies that the data has
ﬁ R e 6 - If the AH protocol is used alone, it provides weak protection.
Choices. - AH can have problems if the environment uses NAT.

Integrity n MDS’ sHA'

Authentication

n PSK RSA
Diffie-Hellman n DH1 ' DH2 ' DH5 l DH7 '
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Encapsulating Security Payload (ESP)

- ESP provides the same security services as AH (authentication
and integrity) AND encryption service.
— It encapsulates the data to be protected.
— It operates on protocol number 50.

6 Data payload is encrypted a
q Ghoices

o P l =) o
RSA

PSK

Authentication

Confidentiaiity

Diffie-Hellman

9999

Transport Mode and Tunnel Mode
- ESP and AH can be applied to IP packets in two different modes.

Original data prior o selection of IPsec protocol mode

|e————— —_— >
Transport Mode Enorypted

Tunnel Mode v
. |

Encapsulating Security Payload (ESP)

- ESP can also provide integrity and authentication.
— First, the payload is encrypted using DES (default), 3DES, AES, or SEAL.

— Next, the encrypted payload is hashed to provide authentication and data
integrity using HMAC-MD5 or HMAC-SHA-1.

Internet

Router Router

+ Provides configentialty with encryption
+Provides integrity with authentication

Transport Mode

- Security is provided only for the Transport Layer and above.
— It protects the payload but leaves the original IP address in plaintext.

- ESP transport mode is used between hosts.

- Transport mode works well with GRE, because GRE hides the
addresses of the end devices by adding its own IP.

| e
Transport Mode Encrypted
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Tunnel Mode alial,

cisco
 Tunnel mode provides security for the complete original IP
packet.
— The original IP packet is encrypted and then it is encapsulated in another IP
packet (IP-in-IP encryption).

+ ESP tunnel mode is used in remote access and site-to-site
implementations.

Key Exchange

Tunnel Mode P!

Key Exchange Security Associations (SAs)

+ The IPsec VPN solution: - SAs represent a policy contract between two peers or hosts, and
— Negotiates key exchange parameters (IKE). describe how the peers will use IPsec security services to protect
— Establishes a shared key (DH). network traffic.

— Authenticates the peer.

- SAs contain all the security parameters needed to securely
— Negotiates the encryption parameters.

transport packets between the peers or hosts, and practically
- The negotiated parameters between two devices are known as a define the security policy used in IPsec.
security association (SA).

© 2006, Cisco Systems, Inc. All rights reserved.
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SA Security Parameters

How [Psec uses IKE

AtoB; SPI= 2001
ESP/ DES/ SHA-1
keys K1, K2, ..
lifetime e= 36005

=] |BtoA: sPi=2002

ESP/ DES/ SHA-1

1. Outbound packet is sent 4. Packet is sent from Alice to
from Alice to Bob. No IPsec Bob protected by IPsec SA.
SA.
b
-~

Alice's Router

|

el
.
T Bob's Router

2. Alice's IKE begins
Negotiations with Bob's
IKE.

3. Negotiation complete. Alice and
Bob now have a complete set

of SAs in place.

IKE - Internet Key Exchange

- IKE helps IPsec securely exchange cryptographic keys between
distant devices.
— Combination of the ISAKMP and the Oakley Key Exchange Protocol.

- Key Management can be preconfigured with IKE (ISAKMP) or
with a manual key configuration.
— IKE and ISAKMP are often used interchangeably.

- The IKE tunnel protects the SA negotiations.

— After the SAs are in place, IPsec protects the data that Alice and Bob
exchange.

IKE - Internet Key Exchange

- There are two phases in every IKE negotiation
— Phase 1 (Authentication)
— Phase 2 (Key Exchange)

- IKE negotiation can also occur in:
— Main Mode
— Aggressive mode

- The difference between the two is that Main mode requires the
exchange of 6 messages while Aggressive mode requires only 3
exchanges.

© 2006, Cisco Systems, Inc. All rights reserved.
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IKE Main Mode Phases IKE Phases

IKE Phase One: Host A Host B
— Negotiates an IKE protection suite.

— Exchanges keying material to protect the IKE session (DH).
— Authenticates each other.

— Establishes the IKE SA.

10.0.1.3 10023

IKE Phase 1 Aggressive Mode Exchange

— Main Mode requires the exchange of 6 messages while Aggressive mode —
I 3 1. Send IKE poiicy setand R1's | P10 — | e
only uses 3 messages. BH key.
preznre precare
- IKE Phase Two: T Josne | 2 Confirm IKE policy set,
—_— ' calculate shared secret and
— Negotiates IPsec security parameters, known as IPsec transform sets. P o send R2's DH key.
_ i 3. Calculate shared secret, verify ’
Establishes IPsec SAs. peer identify, and confirm with 4. Authenticate peer and begin
— Periodically renegotiates IPsec SAs to ensure security. peer. Phase 2.
— Optionally performs an additional DH exchange.
IKE Phase 2 Exchange
_—
Negotiate IPsec policy < Negotiate IPsec policy
T I | Ban DS S T I | B DS S
Host A Host B
Router A Router B
Host A Host B
Step 1 Host A sends interesting traffic destined for Host B. Router A Router B
Step 2 IKE Phase 1 authenticates IPsec peers and negotiates IKE SAs to create a secure
P ications channel for negotiating IPsec SAs in Phase 2. o od
10.0.1.3 10.0.2.3
IKE SA IKE Phase 1 IKE SA
Interesting™\Yes Apply IPsec
Step 3 IKE Phase 2 negotiates IPsec SA parameters and creates matching IPsec SAs in the PRl
peers to protect data and messages exchanged between endpoints.
IKE SA IKE Phase 2 IKE SA Send in clear text
Step 4 Data transfer occurs between IPsec peers based on the IPsec parameters and keys
stored in the SA database.
> ——
Step 5 IPsec tunnel termination occurs by SAs through deletion or by timing out.
T I [ B DS S T I EEETEETTR 4z I 1
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Step 2 — IKE Phase 1 Step 2 — IKE Phase 1

IKE Policy Negotiation DH Key Exchange
HostA Host B
Q l Router A Router B | g RouterA
10013 Hagotsia e Proposais 10023 i
IKE Policy 10 IKE Policy 15
DES DES

MD5 MD5 Ro_ulerA randomly chooses a ——>| R0UterB hashes the received

pre-share pre-share string and sends it to RouterB. string together with the pre-shared

DH1 DH1 secret and yields a hash value.
lifetime lifetime

IKE Policy 20
3DES RouterA calculates its own hash

SHA of the random string, together
pre-share with the pre-shared secret, aN0 | qumm——— ROUtEIB sends the result of
DH1 matches it with the received hashing back to RouterA.
lifetime result from the other peer.
If they match, RouterB knows the

pre-shared secret, and is
considered authenticated.

Negotiates matching IKE transform sets to protect IKE exchange

Step 2 — IKE Phase 1 Step 2 — IKE Phase 1

DH Key Exchange Peer Authentication

Remote Office Corporate Office
RouterA B e - [ mm— == ===

HR
Servers

Now RouterB randomly chooses a
RouterA also hashes the ¢ | different random string and sends |
received string together with the it to RouterA. Peer
pre-shared secret and yields a - . .
hash value. Authentication

RouterB calculates its own hash

RouterA sends the result of > of the random string, together

hashing back to RouterB. with the pre-shared secret, and
matches it with the received Peer authentication methods:
result from the other peer. + Pre-shared keys
If they match, RouterA knows the + RSA signatures
pre-shared secret, and is * RSA encrypted nonces
considered authenticated.

T I [ B DS S T I EEETEETTR 4z I 1
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Step 3 — IKE Phase 2 Step 3 — IKE Phase 2

IPsec Negotiation Transform Set Negotiation
HostA  pouter A Router B HostB HostA Host B
Router A Router B
= >< >< =
10043 Negotiate Transform Sets 10023
10.01.3 Negotiate IPsec 10023 Transform set 30 Transform set 55
security parameters ESP ESP
3IDES 3IDES
sin
Tunnel Tunnel
Lifetime Lifetime
Transform set 40
ESP
DES
MDS
Tunnel
. i IPsec security and IPsec transform sets Elations.
« Establishes IPsec SAs
- Periodically renegotiates IPsec SAs to ensure security " setisa on of and that
+ Optienally, performs an additional Diffie-Hellman exchange enact a security policy for traffic.
[ | B D S . [ | B D S I
Step 3 — IKE Phase 2 Step 4
Security Associations IPsec Session
HostA  gouter A Routers Host
~ =
><
SPI-12
ESP/3DES/SHA
* SA database: ” ; tunnel
- Destination IP address
-SPI
- Protocol (ESP or AH)
+ Security policy database: Internet
- Encryption algorithm f
- Authentication algorithm B
- Mode 1 192.168.12.1
- Key lifetime SPI-39 \
ESP/DES/MD!
el
28,800 « SAs are exchanged between peers.
« The negotiated security services are applied to the traffic.
o EEETTTTET s 1 [ EEETTTTET a1
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Step 5

Tunnel Termination

HoatA Router A Router B “t B

+Atunnel is terminated by one of the following:
- By an SA lifetime timeout
- The packet counter is exceeded

« IPsec SA is removed.

IPsec Tasks

1. Ensure that ACLs configured on the interface are compatible
with IPsec configuration.

2. Create an IKE policy to determine the parameters that will be
used to establish the tunnel.

3. Configure the IPsec transform set which defines the parameters
that the IPsec tunnel uses.
— The set can include the encryption and integrity algorithms.

4. Create a crypto ACL.
— The crypto ACL defines which traffic is sent through the IPsec tunnel and
protected by the IPsec process.
5. Create and apply a crypto map.

— The crypto map groups the previously configured parameters together and
defines the IPsec peer devices.

— The crypto map is applied to the outgoing interface of the VPN device.
I I | B N S —

i
cisco

IPsec Tasks

Ensure the Network Works

[ ‘ 172.30.1.2 |

Cisco Router B
172.30.2.2

Remote user with Cisco
Cisco VPN Client PIX Firewall

Cisco Router A
172.30.1.2

Other vendor's

IPSec peers
Cisco VPN  amme CA Server
Concentrator [

© 2006, Cisco Systems, Inc. All rights reserved.
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Task 1: Ensure ACLs are Compatible

ESP = protocol # 50, AH = protocol # 51, ISAKMP = UDP port 500
site 1 e Site 2
10.0.1.0/24 i 10.0.2.0/24
10.0.1.3 10.0.23
81 Bl Internet Soron!
172.304.2 172.30.2.2

Rl{config)$ access-list 102 permit ahp host 172.30.2.2 host 172.30.1.2
Rl{config)$ access-list 102 permit esp host 172.30.2.2 host 172.30.1.2
Rl{config)# access-list 102 permit udp host 172.30.2.2 host 172.30.1.2 eq isakmp
Rl{config)# interface Serial0/0/0

Rl{config-if)# ip address 172.30.1.2 255.255.255.0

Rl{config-if)¢ no shutdown

Rl{config-if)¢ ip access-group 102 in

Rl{config-if)# exit

Rl(contig)é exit

R1#

R1# show acceas-lists
accesa-list 102 permit ahp host 172.30.2.2 host 172,30.1.2
2.2 bost 172.30.1.2
.2.2 host 172.30.1.2 eq isakmp

access-list 102 permit asp host 172.
access-list 102 permit udp host 172.

IKE Phase 1 Policy Parameters

Parameter Strong Stronger
Encryption Algorithm DES 3-DES or AES
Hash Algorithm MD5 SHA-1
Authentication Method Pre-share RSA Encryption
RSA Signature
Key Exchange D-H Group 1 D-HGroup2 or D-H5
IKE SA Lifetime 86400 seconds less than 86400 seconds
Parameters R2 Site R3 Office
Key distribution method Manual or ISAKMP ISAKMP ISAKMP
Encryption algorithm DES or 3DES DES DES
Hash algorithm MDS or SHA- SHA-1 SHA-1
Authentication method Pre-share or RSA Pre-Share Pre-Share
Key exchange D-H Group 1or 2 Group 1 Group 1
IKE SA Lifetime 86400 seconds or less 86400 86400

Task 2: Configure IKE

Creating a plan in advance is mandatory to configure IPsec
encryption correctly to minimize misconfiguration.

Determine the following policy details:

— Key distribution method

— Authentication method

— IPsec peer IP addresses and hostnames

— IKE phase 1 policies for all peers

— Encryption algorithm, Hash algorithm, IKE SA lifetime

Goal: Minimize misconfiguration.

Enable IKE

RouterA

Internet
172.30.1.2 172.30.2.2

router (config) #
| [ne] crypto isakmp enable ‘

|Rcmtarn(canfig) #crypto isakmp enable ‘

* This command globally enables or disables IKE at the router
* IKE is enabled by default

+ IKE is enabled globally for all interfaces at the router

* Use the no form of the command to disable IKE

« An ACL can be used to block IKE on a particular interface

© 2006, Cisco Systems, Inc. All rights reserved.
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Create an IKE Policy

HostA

10.0.1.3
172.30.1.2

router (config) #

Host B

RouterB
Internet
10023
172.30.2.2

crypto isakmp policy priority

+ Defines an IKE policy, which is a set of parameters used during IKE negotiation
+ Invokes the config-isakmp command mode

RouterA(config) fcrypto isakmp policy 110

Default ISAKMP Settings

encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:
lifetime:

Default protection suite
encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:
lifetime:

RouterA# show crypto isakmp policy
Protection suite of priority 110
DES - Data Encryption Standard (56 bit keys).

Message Digest 5

Pre-Shared Key

#1 (768 bit)

86400 seconds, no volume limit

DES - Data Encryption Standard (56 bit keys).

Secure Hash Standard
Rivest-Shamir-Adleman Signature
#1 (768 bit)

86400 seconds, no volume limit

Default ISAKMP Settings

e o Sl
encryption des 56-bit Dala Encryption des Message encryption algorithm
Standard
3des.
aes
aes 192 192-bit AES
a6s 256 256-bit AES
hash sha SHA-1 (HMAC variant) sha Message integrity (Hash)
md5 MDS5 (HMAC variant) algorithm
authentication  pre-share pre-shared keys rsa-sig Peer authentication method
rsa-encr RSA encrypled nonces
rsa-siq RSA signatures
group 1 768-bit Diffie-Heliman (DH) 1 Key exchange paramelers (DH
2 1024-bit DH group identifier)
5 1536-bit DH
lifetime seconds Can specify any number of 86,400 sec ISAKMP-esiablished SA
seconds {one day) lifetime
Note: Actual parameters vary based on [0S image.

Create an IKE Policy

Site 1
10.0.1.0/24

10.0.1.3

router (config) §

Site 2
10.0.2.0124
10.0.23

crypto isakmp policy priority

Defines the parameters within the IKE policy

Rl(config)# erypto isakmp policy 110

Rl (config-isaknp)# authentication pre-share
R1(config-isaknp)# encryption des

Rl (config-isakmp)# group 1

&1 (config-isakmp) ¢ hash mdS

Rl (config-isaknp)# lifetime 86400

© 2006, Cisco Systems, Inc. All rights reserved.

Presentation_ID.scr

21



ISAKMP Policy Negotiation ISAKMP Policy Negotiation

Site 1
10.0.1.0/24
10.0.1.0124 10.0.2.0124 100413
10.0.1.3 100.23
Policy 110
3DES
N N SHA
arypto isakmp policy 100 crypto isakmp policy 100 o w
hash md5 hash mdS oo
authentication pre-share authentication pra-share
1 ' DH2
crypto isakmp policy 200 crypto isakmp policy 200
hash aha hash sha Rl (config)# crypto i poli 9)f crypto isakmp policy 100
authentication rsa-sig authentication rsa-sig Rl (config-isakap) ¢ authentication pre-share g-isaknp) # authentication pre-share
' | Rl (config-isaknp) 4 encryption 3des | g-isakrp) 4 encryption 3des
g-isakmp) 4 group 2 |
g-isakup) ¢ ha g-isakup) ¢ hash sha

sh sha
hash mas hash md5 | Rl (config-isaknp) 4§ lifetime 43200

. . . Rl (config-isakmp)# group 2
crypto isakmp policy 300 crypto isakmp policy 300 Bl (Ganris 4 P,
ig-isakep) 4 lifetime 43200

authentication pre-share authentication rsa-sig

Policy 100 and 200 can be sticcessfully negoliated, but policy 300 cannol. + R1 attempts o establish a VPN tunnel with R2 because it has interesting traffic destined for R2 and therefore sends.
its IKE policy parameters.
Note: smaller priority numbers have higher pricrity. + R2 must have an ISAKMP policy configured with the same parameters. Notice hawever, that policy numbers are

only locally significant and do not have to match between [Psec peers

Configure Pre-Shared Keys Configure Pre-Shared Keys

router {config)

| crypto isakmp key keystring address peer-address | m%.'?;m Iﬁj‘f;ﬂzm
100.1.3
router(config)# 80010

| 172.30.1.2

A

10.0.2.3
Internet

| crypto isakmp key keystring hostname hostname

Parameter Rl (config)# erypto isakmp policy 110
keystring This parameter spedifies the PSK. Use any of alpt upto e e =TT
128 bytes. K1 (configdsakap) b group 2
This PSK must be identical on bolh peers. et ey B o
R (config-isakop) ¥ exit
pesr-address | This parameter specifies the IP address of the remote peer. T R e e
hostname This parameter specifies the hostname of the remote peer.
This is the peer hostname concatenaled with its domain name (for example,
myhost. in.com. RZ(config)# crypte isakmp policy 110
demain.com. + The keystring cisco123 matches. R2 (config-ieaknp) # authentication pre-share
= The address identity method is R2(config-isakmp)§ encryption 3des
Binin =T
N config-isa
= The peer-address or hostname can be used, but must be used consistently between peers. = The ISAKMP policies are = (cﬂngq %Bamp)i e 43200
i 2 (config-isal exi
- Ifthe hostname is used, then the crypto isakmp identity hostname command must alsobe . "D“e'f":;'(":’:;“ o not have o be T aEio i evts iasiop key alscold3 adiress 172.30.1.2
configured. T ®2 (confiq)$
- By default, the ISAKMP identity is set to use the IP address.
I I | B D S — I I | B D S —
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Configure ISAKMP Identity

To use the hostname parameter, configure the crypto
isakmp identity hostname global configuration mode
command.

— In addition, DNS must be accessible to resolve the hostname.

Host A Host B
RouterA

router (config)#

crypto isakmp identity {address | hostname}

+ Defines whether ISAKMP identity is done by IP address or hostname
+ Use consistency across ISAKMP peers

Task 3: Configure the Transform Sets

Determine the following policy details:

— IPsec algorithms and parameters for optimal security and performance
— Transforms sets

— IPsec peer details

— IP address and applications of hosts to be protected

— Manual or IKE-initiated SAs

Goal: Minimize misconfiguration.

Verify IKE Configuration

RouteraA# show crypto isakmp policy
Protection suite of priority 110
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #1 (768 bit
lifetime: 86400 seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit
lifetime: 86400 seconds, no volume limit

IPsec Transforms Supported in 10S

- Cisco 10S software supports the following IPsec transforms:

Centralh (config)# crypto ipsec transform-set transform-set-name ?
ah-md5-hmac ~ AH-HMAC-MD5 transform
ah-sha-hmac AH-HMAC-SHA transform

esp-3des ESP transform using 3DES (EDE) cipher (168 bits)
esp-des ESP transform using DES cipher (56 bits)
esp-md5-hmac ESP transform using HMAC-MD5 auth

[ esp-sha-hmac ESP transform using HMAC-SHA auth
Ssp-null ESP transform w/o cipher
Note:

esp-md5-hmac and esp-sha-hmac provide more data integrity.

They are compatible with NAT/PAT and are used more frequently than
ah-md5-hmac and ah-sha-hmac.
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IPsec Policy Example

Host A Host B

RouterB
Internet

EO0M 172.30.1.2 EO0/1 172.30.2.2

Policy Host A Host B

Transform set ESP-DES, Tunnel ESP-DES, Tunnel

Peer hostname Router® RouterA |
Peer |P address 172.30.2.2 172.30.1.2

Hosts to be encrypted 10.0.1.3 10023 |
Traffic (packet) type to be TCP TCP

encrypted

SA ipsec-isakmp ipsec-isakmp |

Configure Transform Sets

router (config) #

crypto ipsec transform-set transform-set-name transforml [transform?]
(transform3] [transform{]

crypto ipsec transform-set Parameters

mmand

transform-set-nama

This parameler specifies the name of the iransform set to create (or

transformi, transforn2, transform3, Type of transform set. Specify up to four "transforms": one

transform{ Authentication Header (AH), one Encapsulating Security Payload
{ESP) encryption, one ESP authentication. These transforms define
the IP Security (IPsec) security protocols and algorithms.

+ Atransform set is a combination of IPsec transforms that enact a security policy for traffic.
+ A transform set can have one AH fransform and up to two ESP transforms.

Specific IPsec show Commands

RouterA# show crypto isakmp policy

Default protection suite

encryption algorithm: DES - Data Encryption Standard (56 bit keys)
hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman Group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

RouterA# show crypto maj

Crypto Map “MYMAP" 10 ipsec-isakmp

Peer = 172.30.2.2

Extended IP access list 102

access-list 102 permit ip host 172.30.1.2 host 172.30.2.2
Current peer: 172.30.2.2

Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N

Transform sets={ MY-SET, }

RouterA# show crypto ipsec transform-set MY-SET
Transform set MY-SET: { esp-des }
will negotiate = { Tunnel, },

Transform Set Negotiation

Site 1 Site 2
10.0.1.0/24 10.0.2.0/24
Intemet
100.1.3
S0 S0 10.0.2.3
172.30.1.2 172.30.2.2
transform-set ALPHA transform-set RED
eop-3des eap-di
tunnel tunnel
transform-set BETA transform-set BLUE
esp-des, esp-mas-hmac esp-des, ah-sha-hmac
tunnel tunnel
fransform-set CHARLIE fransform-set YELLOW
esp-ades, esp-sha-hmac . ‘esp-3des, esp-sha-hmac
tunnel — waen tunnel

+ Transform sets are negotiated during IKE Phase 2.
+ The Sth attempt found matching transform sets (CHARLIE - YELLOW).
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Transform Set Negotiation

Site 1 Site 2
10.0.1.0/24 10.0.2.0/24

Internet
100.1.3

So/o/o
172.30.1.2

)# crypto isakmp key ciscol23 address 172.30.2.2
1# crypto ipsec transform-set MYSET esp-aes 128
ypto-trans}f exit

¢

82 (config)§ crypte isakmp key ciscol23 address 172.30.1.2
RZ[config) # crypte ipsec transform-set OTHERSET esp-aes 128
RZ (cfg-crypto-trans)f exit

+ Peers must share the same transform set settings.
- Names are only locally significant

Task 4: Configure Crypto ACLs

Internet

S0/0/0 S0/0/0
172.304.2 172.30.22

10,013 10023

router (config) #

access-list access-list-number (demy | permit} protocal source souree-
wildcard destination destimation-wildcard

pernit

This option causes all IP raffic that matches the specified conditions to be protected
iy p R

using the policy by map entry.
deny This option instructs the router ta route traffic in plaintext.
protocol This oplion specifies which traffic 1o protect by cryptography based on the protocol,
such as TCP, UDP, or ICMP. f the protocol is IP, then all IP traffic matching that
permit statement is encrypled.
source and destination If the ACL stalement is & permil statament, these are the networks, subnets, or hosts

between which traffic should be protected. If the ACL statsment is a deny statement,
then the traffic between the specified source and destination is sent in plaintext.

Configure Security Association Lifetimes

- Configures global IPsec lifetime values used when negotiating
IPsec security associations.

- IPsec SA lifetimes are negotiated during IKE phase 2.

Internet

router (config) #

crypto ipsec ity iation lifeti
{seconds seconds | kilobytes kilobytes)

Routerh (config) fcrypto ipsec security-association
lifetime 86400

Configure Symmetrical Peer Crypto ACL

Site 1

Router A

Internet

E0/1 172.30.1.2 E0/1 172.30.2.2

RouterA# (config)
laccess-list 110 permit tcp 10.0.1.0 0.0.0.255 10.0.2.0 0.0.0.255 l

RouterB# (config)
laccess—list 110 permit tcp 10.0.2.0 0.0.0.255 10.0.1.0 0.0.0.255 l
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Task 5: Apply the Crypto Map

Site 1 Site 2

Internet
10.0.1.3

naps define the following:

* ACL to be used
+ Remote VPN peers
= Transform set to be used

+  Key management method Encrypted
+ SAlifetimes Traffic
Router
Interface or
Subinterface
T I | Ban DS S

Configure IPsec Crypto Maps

crypto map Configuration Mode Commands

set

Used with the peer, pfs, transforn-set, and sacurity-association

commands.

peex [ hostname | ip- Specifies the allowed IPsec peer by IP address or hostiame.

address]

Pfs [groupl | group2 Specifies DH Group 1 or Group 2.

transform-set Specify list of transform sels in priority order, When the ipsec-manual parameter is

used with the crypte map command, then only one transform set can be defined.
When the ipsec-isakmp parameter or the dynamic parameter is used with the
crypte map command, up 1o six transform sets can be specified.

security-association Sels SA lifetime parameters in seconds or kilobyles.

lifetime

match address [ sccess- Ideniifies the extended ACL by its name or number. The value should match the

1iae=id | name] access-list-number or name argument of a previously defined IP-extended ACL being
matched.

no Used to delete cammands entered with the set command.

exit

Exits oryplo map configuration mode.

Configure IPsec Crypto Maps

router (config) #

e \

‘ crypto map map-name seq-num ipsec-isakmp [dynamic dynamic-map-name] ‘

crypto map Parameters

rEzmas Defines the name assigned to the cryple map set or indicates the name of the crypto
map o edit.

seq-num ‘The number assigned to the crypto map entry.

ipsec-manual Indicates that ISAKMP will not be used 1o establish the IPsec SAs.

ipsec-isaknp Indicates that ISAKMP will be used 1o establish the IPsec SAs.

cisco (Default value) Indicates that CET will be used instead of IPsac for protecting the
raffic.

dynamic (Optional) Specifies that this crypio map entry references a preexisting static crypto
map. If this keyword is used, none of the crypto map configuration commands are
available.

dynamic-map-name (Optional) Specifies the name of the dynamic crypic map set that should be used as
the palicy template.

Configure IPsec Crypto Maps

Site 1 Site 2
10.0.1.0/24 10.0.2.0/24

Internet
10.0.1.3

mateh address 110

set peer 172.30.2.2 default

Bl {config-crypto-map)# set peer 172.30.3.2

Rl(config-crypto-map)# set pfs groupl

Bl (config-crypto-map) ¢ set transform-set mine

Rl (config-crypto-map)§ set security iation lifetime seconds B6400

- Multiple peers can be specified for redundancy.
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Example Crypto Map Commands

RouterB

RouterC

RouterA (config)# crypto map MYMAP 110 ipsec-isakmp
RouterA (config-crypto-map) # match address 110
RouterA (config-crypto-map) # set peer 172.30.2.2
RouterA (config-crypto-map) # set peer 172.30.3.2
RouterA (config-crypto-map) # set transform-set MINE
RouterA (config-crypto-map) # set security-association lifetime 86400

IPsec Configuration Examples

E0/1 172.30.1.2

E0/1 172.30.2.2

Routerséshow running config
crypto ipsec transform-set mine
esp-des

'

crypto map mymap 10 ipsec-isakmp
set peer 172.30.2.2

set transform-set mine

match address 110

!

interface Ethernet 0/1

ip address 172.30.1.2 255.255,255.0
no ip directed-broadcast

crypto map mymap

'

access-list 110 permit tecp 10.0.1.0
0.0.0.255 10.0.2.0 0.0.0.255

FouterBishow running config
crypte ipsec transform-set mine
esp-des

'

crypte map mymap 10 ipsec-isakmp
set peer 172.30.1.2

set transform-set mine

match address 110

1

interface Ethernet 0/1

ip address 172.30.2.2 255.255.255.0
ne ip directed-broadcast

cryptoc map mymap

'

access-list 110 permit tep 10.0.2.0
0.0.0.255 10.0.1.0 0.0.0.255

Applying Crypto Maps to Interfaces

Site 1
10.0.1.0/24

Internet

10.0.1.3
S0/0/0
172.30.4.2

router (config-if) #

Site 2
10.0.2.0/24

Sooi 10023
1723022

[exrie mep cop-rne

81(config) § interface serial0/0/0
Rl(config-if)# crypto map MYMAP

+ Applies the crypto map fo outgoing interface
Activates the IPsec policy

Verify IPsec

ommand

show crypto map

show crypto isakmp policy
show crypto ipsec sa

show crypte ipsec transform-set
debug crypto isakmp

debug cryptoc ipsec

Displays configured crypte maps
Displays configured IKE policies
Displays established IPsec tunnels
Displays configured IPsec transform sets
Debugs IKE events

Debugs IPsec events.
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clear commands

- Clears IPsec Security Associations in the router database.

Routert

clear crypto sa

clear crypto sa peer <IP address | peer name>

clear crypto sa map <map name>

clear crypto sa entry <destination-address protocol spi>

View Defined Sets

HostA Host B

RouterA RouterB

Internet

10.0.1.3 10.0.23

E0/1172.30.1.2 E0/1172.30.2.2

RouterA# show crypto ipsec transform-set MY-SET
Transform set MY-SET: { esp-des }
will negotiate = { Tunnel, },

View Policy

HostA Host B

RouterA

RouterB

Internet

10.0.1.3 10.0.23

RouterA# show crypto isakmp policy
Protection suite of priority 110
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Message Digest 5
authentication method: pre-share
Diffie-Hellman group: #1 (768 bit
lifetime: 86400 seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit
lifetime: 86400 seconds, no volume limit

Display Phase 1 SA

- QM_IDLE (quiescent state) indicates that an ISAKMP SA
exists but is idle.

« The router will remain authenticated with its peer and may
be used for subsequent quick mode (QM) exchanges.

HostA Host B

RouterA RouterB

Internet

10.0.1.3 10.0.23

E0/1172.30.1.2 E0/1172.30.2.2

RouterA# show crypto isakmp sa

dst src state conn-id slot
172.30.2.2 172.30.1.2 OM IDLE 47 5
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View Crypto IPsec SA

HostA Host B

RouterA

Internet

100.1.3 10.0.2.3

E0/1172.30.1.2 E0/1172.30.2.2

RouterA# show crypto ipsec sa
interface: Ethernet0/1
Crypto map tag: MYMAP, local addr. 172.30.1.2
local ident (addr/mask/prot/port): (172.30.1.2/255.255.255.255/0/0
remote ident (addr/mask/prot/port): (172.30.2.2/255.255.255.255/0/0
current_peer: 172.30.2.2
PERMIT, flags={origin_is_acl,}
#pkts encaps: 21, #pkts encrypt: 21, #pkts digest 0
#pkts decaps: 21, #pkts decrypt: 21, #pkts verify 0
#send errors 0, #recv errors 0
local crypto endpt.: 172.30.1.2, remote crypto endpt.: 172.30.2.2
path mtu 1500, media mtu 1500
current outbound spi: BAELCIC

Crypto System Error Messages for ISAKMP

- To display debug messages about all IPsec actions, use the
global command debug crypto ipsec.

- To display debug messages about all ISAKMP actions, use the
global command debug crypto isakmp.

View Configured Crypto Maps

HostA Host B

RouterA RouterB
Internet

10.0.1.3 10.0.2.3

E0/1172.30.1.2 E0/1172.30.2.2

RouterA# show crypto map
Crypto Map “MYMAP" 10 ipsec-isakmp
Peer = 172.30.2.2
Extended IP access list 102
access-list 102 permit ip host 172.30.1.2 host 172.30.2.2
Current peer: 172.30.2.2
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={ MINE, }

Crypto System Error Messages for ISAKMP

- ISAKMP SA with the remote peer was not authenticated.

%CRYPTO-6-IKMP_SA NOT AUTH: Cannot accept Quick Mode exchange ‘

from %15i if SA is not authenticated!

- ISAKMP peers failed protection suite negotiation for
ISAKMP.

%CRYPTO-6-IKMP_SA NOT_OFFERED: Remote peer %15i responded with ‘

attribute [chars] not offered or changed
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Crypto System Error Messages for ISAKMP S
« This is an example of the Main Mode error message.

- The failure of Main Mode suggests that the Phase | policy does
not match on both sides.

1d00h: ISAKMP (0:1): atts are not acceptable. Next payload is 0 1d00h: ISAKMP (0:1); no offers accepted! |

1d00h: ISAKMP (0:1): SA not acceptable!
1d00h: SCRYPTO-6-IKMP_MODE_FAILURE: Processing of Main Mode failed with peer at 150.150.150.1

- Verify that the Phase | policy is on both peers and ensure that all
the attributes match.
— Encryption: DES or 3DES VPN Lab
— Hash: MD5 or SHA
— Diffie-Hellman: Group 1 or 2
— Authentication: rsa-sig, rsa-encr or pre-share

VPN Lab Example ISP Router

Configuring a Site-to-Site IPsec VPN Using Pre-Shared Keys

01 192.168.192.1/24

hostname R1
'

interface Serial0/0

S0/ 192.168.192.2/24 ip address 192.168.191.1 255.255.255.0

encapsulation frame-relay
'

interface Serial0/1
ip address 192.168.192.1 255.255.255.0
K

010 ip route 192.168.0.0 255.255.255.0 192.168.191.2
P 162.168.0.1/24 Fat/0'192.168.200.1/24 ip route 192.168.200.0 255.255.255.0 192.168.192.2
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Lab Example

hostname R2
!

crypto isakmp policy 100
authentication pre-share

crypto isakmp key CISCO1234 address 192.168.192.2
T

crypto ipsec MYSET esp-d |
!

crypto map MYMAP 110 ipsec-isakmp
set peer 192.168.192.2

set transform-set MYSET

interface Serial0/0
ip address 192.168.191.2 255.255.255.0

encapsulation frame-relay

172
| maten scdress 120 | S0 102 168191 2728 /l>"\
:

Fa0/0 192.168.0.1/24

ip route 0.0.0.0 0.0.0.0 192.168.191.1
1

access-list 120 permit ip 192.168.0.0 0.0.0.255 192.168.200.0 0.0.0.255

Verify the VPN Configuration

- Clear the crypto security associations.
— R2# clear crypto sa
— R2# clear crypto isakmp

Lab Example

hostname R3
'

crypto isakmp policy 100

authentication pre-share

crypto isakmp key CISCO1234 address 192.168.191.2
i

crypto ipsec MYSET esp-des |
[

crypto map MYMAP 110 ipsec-isakmp

set peer 192.168.191.2
set transform-set MYSET 'S0/ 192.168.192.2/24

match address 120

interface Serial0/1
ip address 192.168.192.2 255.255.255.0
clockrate 56000

[ crypto map MvMaP |
[ crypto nap Wie | Fa0/0 192.168.200.1/24

X
ip route 0.0.0.0 0.0.0.0 192.168.192.1
4

laccess-1list 120 permit ip 192.168.200.0 0.0.0.255 192.168.0.0 0.0.0.255

Verify the VPN Configuration

- Verify that the IPSEC SAs have been cleared.

R2f sho crypto ipsec sa

interface: Serial0/0
Crypto map tag: MYMAP, local addr. 192.168.191.2

local ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
8 168.192.2

#pkts digest 0
J #pxts verify 0

2 pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, frecv errors 0

r
Fpkts encryp
#pkts dec

local crypto endpt.: 192.168.191.2, remote crypto endpt.: 192.168.192.2
path mtu 1500, media mtu 1500
current outbound spi: 0
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Verify the VPN Configuration Verify the VPN Configuration

After the extended ping, verify IPSEC SAs.

- Initiate an extended ping from each respective LAN, to test the
VPN configuration.

R2# sho crypto ipsec sa

R2# ping

Protocol [ip]: interface: Serial0/0

Target IP address: 192.168.200.1 Crypto map tag: MYMAP, local addr. 192.168.191.2

Repeat count [5]:

Datagram size [100]: local ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0
Timeout in seconds [2]: remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
Extended commands [n]: 5 168.192.2

Source address or interface: 192.168.0.1

Type of service [0]: #pkts digest 0

Set DF bit in IP header? [no]: #pk r #pkts verify 0

validate reply data? [no]: #pkts compressed: 0, #pkts decompressed: 0

Data pattern [0xABCD]: #pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress
Loose, Strict, Record, Timestamp, Verbose[none]: failed: 0

Sweep range of sizes [n]: #send errors 1, #recv errors 0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 local crypto endpt.: 192.168.191.2, remote crypto endpt.:
seconds: 192.168.192.2

S path mtu 1500, media mtu 1500

Success rate is 80 percent (4/5), round-trip min/avg/max = current outbound spi: 126912DC

132/135/136 ms

i f3 . ’

cisco CCP ‘Wizards

- Other intelligent Cisco wizards are available in CCP for these
three tasks:

— Auto detecting misconfiguration and proposing fixes.
— Providing strong security and verifying configuration entries.
— Using device and interface-specific defaults.

Configuring

IPsec VPN
using CCP
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CCP ‘Wizards’

Examples of CCP wizards include:

Startup wizard for initial router configuration

LAN and WAN wizards

Policy-based firewall and access-list management to easily configure firewall
settings based on policy rules

IPS wizard

One-step site-to-site VPN wizard

One-step router lockdown wizard to harden the router

Security
Audit

VPN Configuration Page

} Contiquration prafessional “(luilic

VPN Configuration Page

|
A

< il
Cisca Cantguration proessonst 1

Site-to-Site VPN Components

- VPN wizards use two sources to create a VPN connection:
— User input during the step-by-step wizard process
— Preconfigured VPN components

- CCP provides some default VPN components:
— IPsec transform set for Quick Setup wizard

- Other components are created by the VPN wizards:
— Two IKE policies

- Some components (for example, PKI) must be configured before
the wizards can be used.
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VPN Configuration Page

Quick Setup

Site-to-Site VPN Wizard £

VPN Connection information

Selact the interface for this WPN connection,  [Seriaiian <] _Dstais.
Peer identity

Select the type of peer(s) used for this VN |-
Enter s 1 ackiress ot remote posr: |
mumeneanon

Authentication ensures that sach end of the VPN connection uses the same secret

@ reshwedbeys  peshmedier [ C Cigts Cefcstes
Resterkey [

Tratfie to encrypt

‘The traffic betwesn the source and the destnation specifisd here will be protectes by
transforms (encryption algorithms) defined in the default transform sat.
source uestmation

Select a source interface where  Enter the 1P address and subnet mask of the
tobe i encrypted i

[FastEinem=on B P anbess [
stads swommx  [szmassn o [14 g

= Back | Next= | Fro | cancel| Hein

Quick Setup

Site-to-Site VPN Wizard

click on the next button to begin.

@ Guick seivp

This Is

Cisco CP at botn ends.

View Defaults

€ S by step wizard

your own custom configuration,
<eck | Newt | i | ancel| | el |
T EHEEETEET R 4 IIhaaaas 1

Quick Setup

Stmimary of the Canfiguration

ok Firdsh fa deliver the configuration 1o he rauler.

il ]
ore-snarea vy ]
IKE Policies

Hash DM Group Autherilealion  Enerylion

SHAL group2 PRE_BHARE  IDES
[Transmorm set

Name: ESP-IDES-GHA

ESP Encryotion: ESP_IDES

ESP Inteerity ESP_SHA_HMAC

Mode; TUNNEL

iPSec Rule
permit il p frafic from 152 1852 0.0.0 28510 10,110 0.0.0 255

s

T Test¥PN cannecity afier configuring.

=Back| rov - | Finish | Gancel| Heln
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Step-by-Step Setup

Multiple steps are required to configure the VPN connection:

Defining connection settings: Outside interface, peer address, authentication
credentials

Defining IKE proposals: Priority, encryption algorithm, HMAC, authentication
type, Diffie-Hellman group, lifetime

— Defining IPsec transform sets: Encryption algorithm, HMAC, mode of
operation, compression

Defining traffic to protect: Single source and destination subnets, ACL
Reviewing and completing the configuration

Configuring IKE Proposals

WE Proposals
IKE proposals igorir

device  stab
device should be configured wi at 12

Clckthe Add_ button 1o add more poll | COMUre IKE Policy

Priotty. Authertication
2 [PRE_SHARE =l
Encrypton O-H Group
[RES_256 =l
Hash Lifeime.
[SHAT 5l [ [0 [0 HHmmss
oK Cancel Help
3

<.

<Back| Mot | o0 | cancel| _mew |
T I HEETTEET R 4 IIaaaas 1

Configuring Connection Settings

)
VPN Connection Information
Select ha interface for this VPN connection [senaionn <a—see—t+{1)
Peed identity
Select the type of peer(s) used for this VPN
connection: [Foor win stotc B ocwess o
Erter the I sddress of the remete pesr: 20177 <2
Authentication
Authentication ansures that each end of the VPN connection uses the same secret
Key.
@ Pre-sharsdKeyx C Diga Corttcates
pre-charedbey. [ B)
Reerterkey [
4
<ok | Ne» [ <o | concel| o

Configuring the Transform Set

S —
I Name: [E6P_AES 256_SHA 1
‘Atransform set specifies the encryption and authenti
e e
ommunic ate, 7 Data rtegr

Integrity Aigoranm:  [ESP_SHA_ A =]

‘one selected below.

Cllck the Add... bulton 10 8dd & new transform set sn¢

et Encrystion Algortnm: [EGF_AES_256 7]
‘Select Transfom Set

[Cisco CP DemautTranstorm set =]

Detaits ofthe speciied transform set

™ Dot wnd ks integrty without encrypton (AH)

@ Tunnal Enerypt data and IP headen)
 Transpon (Encrypt data on)

I~ 1P Comprassion (COMP-LZS)

. T T |

<Back ui-lmsn _cﬂ_»!_]l
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Defining Source and Destination Subnet

x|
Tratbe to protect
1PBec rte
dedce o
@ @ Protect all bafic between e followsng sudnels
Local Network Remat Netwark
Enterha 1P addre Enter e 1P
raic originates.
P Adress # Address
@& 10110 10120 -« 3
SubnetMask Subnet Mask
2552552550 ofn § 755255.255.0 ofit §
<Back| Nea> | rivcr | cancel] _weip

Adding Rules to ACLs

Namefdumber;

Tye:
[Prospidenttyt [Extended Rule’ =
1 Deseription
[ Tor site-to-site
Rule Entry

Add.. *— —(2
Clane,

Edil..

Defate.

Move Ug.
Hove Do

Fgsoriate)

ok | e | _vew |

Intarface Assotiation

Hone

Defining Interesting Traffic

d

Protect all rafic between the ollowing subnets

Local Netwark Remote Network

Enter

P Address. 1P Address:

Bubnet Mask ‘Subnet Mask

| «—2
Salectan exssng ruie (ACL) .
(Create 3 new rule(ACL) and select... — 3
None (Clear rule association)
<Buck | Newt» | 7| cancer| Hew |
T EHEEETEET R 4 IIhaaaas 1

Configuring a New ACL Rule Entry

I A x)
acton Cescipten
@ > f 3
Sousta Hosisteok Destrston oo
o e — T —
2 e [oris — eacmess | CE—
PR 1y T T m—
(Mask 0 0 - Must makch ) Mk bit 0 - Must mateh ).
(Mask ot 1 - Dontcare) (Mask bit 1 - Dot caen)
e st i
@3—)rm cue  crw  GF
ol
P C— |
T~ Log matcnes against inis ey
ok | cww | we |
T [ S e e —
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Review the Generated Configuration Test Tunnel Configuration and Operation

‘Summary of the Configuration

Click Finish to deliver the configuration to the router.

[inertace Serialo/on r
[Peer Device:200.11.1

[uthentication Type - Pre-shared key

[pre-shared key=>+

e | Ot |

e Py | seand prers
[IKE Policies

Hash DH Group Autherticaton _Encryption

SHA1 oroups PRE_SHARE  AES_266

SHA! group2 PRE_SHARE  3DES
[Transform Sats:

Namo'£8P_AES-266_SHA1
ESP Encryption ESP_AES_256
ESP Integrity ESP_SHA_HMAC ——
Mode TUNNEL - - Test the VPN Create amirroring
_':.I H d i e ca configuration if no CCP is
Ll > 9 3 available on the peer.

T TestVPN connectivity after configuring.

<Back| i | Finish | cancel| _Heip |

Test Tunnel Configuration and Operation

Remote-Access

VPNs
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Teleworking Benefits

Teleworking Benefits:

Organizational benefits:
= Gontinuity of operations
= Increased responsiveness

+ Secure, reliable, and manageable access to information

Remote-Access Solutions

- There are two primary methods for deploying remote-access
VPNs:

= Cost-effective integration of data, voice, video, and applications
= Increased employee productivity, salisfaction, and retention

Social benefits:
* Increased employment opportunities for marginalized groups

= Less travel and commuter related stress

Environmental benefits:
+ Reduced carben ints, both for indivi

workers and

Remote-Access Solutions

Web-enabled applications, file

Applications sharing, e-mail

All IP-based applications

Moderate

Encryption . .
Key lengths from 40 bits to 128 bits

Stronger
Key lengths from 56 bits to 256 bits

L Moderate
Authentication .
One-way or two-way authentication

Strong

Two-way authentication using
shared secrets or digital fi

Moderate
Ease of Use Very high Can be challenging to nontechnical
Overall Moderate Strong
Security Any device can connect Only specific devices with specific

configurations can connect

IPsec Remote Any Anywhere > SSL-Based
Access VPN Application Access VPN

SSL VPN

«  Integrated sacurity and routing
Browser-based full netwark SSL VPN access
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Clientless, Thin Client, or Full Client

Supply Partner

Clientless SSL
VPN r

Client-based
SSLor IPsec
VPN
Corparate
Managed Laplop
Clientiess SSL
VPN
Public Terminals

Cisco Easy VPN

EasyVPN

Corporate Roufar

Corporate
“Headquarters

* Negotiates tunnel parameters
. i tunnels ling to set

+ Authenticates users by usernames, group names, and passwords
+ Manages security keys for encryption and decryption

* Authenticates, encrypts, and decrypts data through the tunnel

Establishing SSL Session

(O] User makes !
TGP port 443. |

C ~—————— Rauter replies with a digitally ’7
signed public key.

<« —————  User software creates & ‘ SSLVPN anabled
shared-secret key, ISR

User connecting
with SSL.

Shared-secret key, encrypled
@ with public key of the router,is:
sent o the router.

Bulk encryption occurs using
(I) ~«——————  the shared-secret key with @

symmetric encryption
algorithm.

Cisco Easy VPN Components

- Cisco Easy VPN Server - A Cisco 10S router or Cisco PIX / ASA
Firewall acting as the VPN head-end device in site-to-site or
remote-access VPNs.

- Cisco Easy VPN Remote - A Cisco IOS router or Cisco PIX /ASA
Firewall acting as a remote VPN client.

- Cisco Easy VPN Client - An application supported on a PC used
to access a Cisco VPN server.
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Cisco Easy VPN Exchange Configuring Easy VPN Server

() —————  initiate IKE Phase 1

s e

(@)———  Esbiish ISAKMPSA  ——————>

6 C g e s Ediy VPN St cond g b

@) < AcceptPropesat

Ciseo 108 software
PC with Cisco Easy VPN @ -— U Challenge Easy VPN Server

Re tient
emote Client User e

(5) «=———  system Parameters Pushed

[rRyseps—

Curnpee g o S

k6 i 38001 o s o a0 s VPN S Ta

gt oo o ko T ATt g Bl 15

SR e s canceonect 1 Pt ShOAES

(@) Reverse Routs Injecton (RR) ads
2 static roue entry on the router for
the remote clients [P address.

LaAch ey P Sorvee et

B P —

o -— Initiate IKE Phase 2: IPsec —_—
- — IPsec SA —_— ﬂ
A I
T HEE TEET A4 IIhhhaaas 1 T EHEEETEET R 4 IIhaaaas 1

Configuring Easy VPN Server Physical Interface Configuring IKE Proposals

rver Wizard - 20% Comglete. !

intertace IKE piogussis 8 ke sachiange
MG 1atis St by 115 roulee whién nQoUatng & VPN £0pEctan wih he fencte
dewe.

CHick e A bullon 10 80d fens GOl 300 the AL bullon 10 801L 81 S4i1Ng oy,

Irferface for his Easy VPN Server Seraoi =] [Geis]

Authertication
VPN Server, =
Canfigure IKE Polcy

@ Pre-shared Keys € Digial Cerficates € Bomn . P
E  [eswe 5
Encrpton o o
| — R T =
Hasie Listme

i || Fer = [ o[ semess

oK canel ol
=Back| Wewta | £ | Cancal] _tew |

=Bk No | il | [cancel] _biow |
e S R S S s E— e o R e G s —
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Configuring Transform Set Configuring VPN Authentication Method List

Transform Set

Afransform set spacifias e anention and suthantication algargms used to protect the
508 M VPN e,

Group AMANOFZAON s Group Policy LooKup
An ISAKNF client configuralion group {or YFH group) s & group of VPN clients that share the

a
ot IS FoUteY, 0 an External S81veN, Of 00 LU, E4sy VPN Berver will use hese group palicies.
10 autharticats VPN dlients.

Hame:  [ESP_AES 255_SHA

7 Dt eyt vt encrypton (£62)

Method List for Graup Folicy Lovkup

Selest e sarvers on Which group palicies will D2 Corpured, or Sels:t an existng A%%

Select Transform Set palicy Biat dafines the servars used for canfiguring group poscies

[Gies GP Dvlaai e | "eorivAwortem  [EeP sk e 2
Detsis ofthe specised | Enérylion Agoritnm, [E5P_AES 256 =]

Hame

& Lacal

© RADIE
Advonced

0K Cancel Help

 RADIUS and Loeal

A RADIUE Berver.

Summary

The lacal dalabase will be used for group authorzation. This opsan (s recommended It
Vou do not have  RADIUS or TACACS® server in your nstwark

<Baok | New» | Foch | cancel| Help

<Back | Hent> | Fi1ci | Cancel| e |

Configuring VPN Authentication Group Policy Configuration Summary

radcowroicy |
‘Gonerat | NGNS | Spit Tuneiva | Chenn Setirs | |

1 - 50% Comlete =

Surmmary of the Configuration
Name ofThis daoup [Rarveing
Preshared ke
Click Finish 1o devr he configuration o s roule.
pa s o
Current Key. hloner FERET =
Hash  DH Group Aumentication  Encryption
Eniler nenw pre-shared sey. [
SHALL groupa PRE_SHARE  AES_158
Reentar nw pre-shared key: [ SHAZ1 group? PRE_SHARE  JDES
reanstorm Sets
7 Pod intormation Name EBP_AE
5P Encryplion ESP_AES_256
Spectaacal o AL
i s s et ESP IegiESe S UG
@ Create 3 few pool © Selectwom an sisting pool
|Grau Podicy Loakup Method List Local
sutng P scdress [[05T1 [Fomamony &l B ser sumenticaton Watnag Lst Local
iz Trmer “HowES
Encing # adivess (1051288
P ateress _'l:‘
suneiuask  [BTTETED | (optonay
I~ TestvPN connacthity ster configuring.
Madmum Connetons Alowas  —

oK Ganeal Heip <gak] e | Anien | cane | e |
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Edit Easy VPN Server Easy VPN Server Test

Falhas Reasonts) [ Rocammensss aenonts)
Sompwot.| Totoomome| _ cws | v |

Connecting Using the Client

lianly, Usemame: [auser
cisco P [

e
CISCO.

Corrmctadto “B1* Corvmcted Tivw: 0dis), 07:10.15 ¥
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