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Implementing the Cisco
Adaptive Security

Appliance (ASA)

ASA 5500 Firewall Solution

- The ASA 5500 firewall appliance is a multi-service standalone
appliance that is a primary component of the Cisco SecureX
architecture.

- ASA 5500 appliances incorporate:
— Proven firewall technology.
— High-performance VPNs and always-on remote-access.

— Comprehensive, highly effective intrusion prevention system (IPS) with Cisco
Global Correlation and guaranteed coverage.

— Failover feature for fault tolerance.

|OS Firewall Solution

= An IOS router firewall solution is appropriate for small branch
deployments and for administrators who are experienced with
Cisco IOS.

- However, an I0S firewall solution does not scale well and typically
cannot meet the needs of a large enterprise.

ASA Models

Cisco ASA devices scale to meet a range of requirements and
network sizes.

There are six ASA models, ranging from the basic 5505 branch
office model to the 5585 data center version.
— All provide advanced stateful firewall features and VPN functionality.

The biggest difference between models is the:
— Maximum traffic throughput handled by the device.
— The types and the number of interfaces on the device.

The choice of ASA model will depend on an organization's
requirements, such as:

— Maximum throughput

— Maximum connections per second

— Available budget




ASA Models

Multi-Service
(Firewall/VPN and IPS)

ASA 5510
(300 Mbps, 9K cps)

ASA 5505
(150 Mops, 4000 cps)

Performance and Scalability

*Mbps and Gbps = maximum throughput ~ * cps = maximum connection per second

Advanced ASA Features

Feature Description

High + Two ASAs can be paired into an active / standby failover configuration to provide
availability device redundancy.
+ OneASA s the primary (active) device while the other is the secondary
(standby) device.
+ Both ASAs must have identical software, licensing, memory, and interfaces.

ASA Features

Description

VPN + The ASA supports IPsec and SSL remote access and IPsec site-to-site VPN
concentrator features.

Advanced ASA Feature: Virtualization

- One single ASA device is divided into three virtual ASA devices (security
context) serving the needs of three separate customers.

Single ASA Device




Advanced ASA Feature: High Availability

Traffic leaving PC-A takes the preferred path using ASA-1.

- ASA-1 and ASA-2 are identical ASA devices configured for failover and
each device monitors the other device over the LAN failover link.

If ASA-2 detects that ASA-1 has failed, then ASA-2 would become the
Primary/Active firewall gateway and traffic from PC-A would take the
preferred path using ASA-2.

ASA-1
Primary/Active

10.1.1.0/29 1 Eei 1 192.168.1.0/24
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LAN failover link

ASA-2
Secondary/Standby

Advanced ASA Feature: Identity Firewall

- Full IPS features are provided by integrating special hardware modules
with the ASA architecture.
— The Cisco Advanced Inspection and Prevention Security Services Module (AIP-SSM) is
for the ASA 5540 device.

— The Cisco Advanced Inspection and Prevention Security Services Card (AIP-SSC) is
for the ASA 5505 device.

Advanced ASA Feature: Identity Firewall

- AClient attempting to access Server resources must first be
authenticated using the Microsoft Active Directory.
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Microsoft
Active Directory

Networks on a Firewall

- Inside network
— Network that is protected and behind

- DMz

i
=] Server
=

AD Agent

the firewall.

— Demilitarized zone, while protected by the firewall, limited access is allowed

to outside users.

- Outside network
— Network that is outside the protection

of the firewall.




Networks on a Firewall Routed vs. Transparent Mode

- An ASA device can operate in one of two modes:
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- NOTE:
— The focus of this chapter is on Routed Mode.
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ASA Licenses ASA 5505 Base License

- ASA appliances come pre-installed with either a: — T
~ Base license I o I 1
— Security Plus license T e

Iz:flr::nnmy Media Disaried |Opniaal license: Avatlable  [Dusable |[Omrional license: Avatiaie

- Additional time-based and optional licenses can be purchased. T e O T ]

LT

- Combining additional licenses to the pre-installed licenses creates
a permanent license. ) I T T T
— The permanent license is activated by installing a permanent activation key P === Iw \,, | |Fimebored s |12 |u

using the activation-key command. rmes Mo [
— Only one permanent license key can be installed and once it is installed, it is ?‘:\mﬁ.;‘.:, :Lw,m fm,,,,...
referred to as the running license. o - -
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- To verify the license information on an ASA device, use the e o e Ve[
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— show version AR o M N’L,.'fﬁ":',fﬂ.m.m.
— show activation-key [Transparess e 2
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ASA 5505 Base License e

ciscoasal show version

<Output omitted>

Licensed features for this platform:

Maximum Physical Interfaces 8 perpetual
LANS 3 DMz Restricted
Dual IsPs Disabled perpetual
VLAN Trunk Ports 0 perpetual
Inside Ho: 10 perpetual
Failover Disabled perpetual
VEN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual

AnyConnect Premium Peers

2 .
AnyConnect Essentials Disabled perpetual
Other VPN Peers ;10 perpetual aSIC
Total VPN Peers : 25 perpetual

AnyConnect for Cisco VEN Phone  : Disabled perpetual
e o IME RN Configuration
UC Phone Proxy Sessions i 2 perpetual
Total UC Proxy Sessions i 2 perpetual

This platform has a Base license.

Serial Number: JMX15364077

Running Permanent Activation Key: 0x970bc671 0%70421158
Configuration register is Ox41 (will be 0xl at next reload)

Configuration last modified by enable 15 at 10:03:12.749 UIC Fri Sep 23 2011
ciscoasat
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ASA 5505 ASA 5505 Front Panel

+ The Cisco ASA 5505 is a full-featured security appliance for small
businesses, branch offices, and enterprise teleworker
environments.

- It delivers a high-performance firewall, SSL VPN, IPsec VPN, and
rich networking services in a modular, plug-and-play appliance.

C(1SCO ASA /5505 seme

1| USB 2.0 interface 5 | Active LED

2 | Speed and Link Activity LEDs 6 | VPNLED

3| Power LED 7 | security Senvice Card (SSC) LED
4 | status LED




ASA 5505 Front Panel ASA 5505 Back Panel

[2] Speed and link activity LEDs
— Solid green speed indicator LED indicates 100 Mb/s; no LED indicates 10 Mb/s.
— Green link activity indicator LED indicates that a network link is established.
— Blinking link activity indicator indicates network activity.

[4] status LED
— Flashing green indicates that the system is booting and performing POST.
— Solid green indicates that the system tests passed and the system is operational.
— Amber solid indicates that the system tests failed.

[5]Active LED
— Solid green LED indicates that this Cisco ASA is configured for failover.
@ VPN LED 1| Power connector (48 VDC) 5 | Reset button
2 | SSCslot 6 | Two USB 2.0 ports.

— Solid green indicates that one or more VPN tunnels are active.

~

10/100 Ethernet switch (ports 0 - 5)

w

Serial console port

10/100 Power over Ethemet (PoE) switch ports
Lock slot 8| (ports 6.and 7)

[7] security Services Card (SSC) LED
— Solid green indicates that an SSC card is present in the SSC slot.

N

ASA 5510 Back Panel

ASA 5505 Back Panel

. . . ooa
[2]One Security Service Card (SSC) slot for expansion.
— The slot can be used to add the Cisco Advanced Inspection and Prevention
Security Services Card (AIP-SSC) to provide intrusion prevention services.
[lusB ports (front and back) can be used to enable additional
services and capabilities.
[7]Consists of an 8-port 10/100 Fast Ethernet switch.
— Each port can be dynamically grouped to create up to three separate VLANs
or zones to support network segmentation and security.

Ports 6 and 7 are Power over Ethernet (PoE) ports to simplify the

deployment of Cisco IP phones and external wireless access
points_ 1| Security Services Module (SSM) slot 5 | Flash card slot
P , status, active, VPN, and flash LED
2 | Two USB 2.0 ports indioatons e and flasl

NOTE: 3 | Out of band (OOB) management interface 7 | serial console port

— The default DRAM memory is 256 MB (upgradable to 512 MB) and the 4| 4 Fast Ethernet interfaces Auxiliary port

default internal flash memory is 128 MB for the Cisco ASA 5505.
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Security Levels

« The ASA assigns security levels to distinguish between inside and
outside networks.

- Security levels define the level of trustworthiness of an interface.
— The higher the level, the more trusted the interface.
— Security levels range between 0 (untrustworthy) to 100 (very trustworthy).

- Each operational interface must have:
— Aname.
— Asecurity level from O (lowest) to 100 (highest) assigned.
— An IP address (routed mode).

ASA 5505 Deployment - Small Branch

- In a small branch deployment, a common deployment would
include:

— An inside network (VLAN 1) with security level 100.
— An outside network (VLAN 2) with security level 0.

Security Levels

Outside Network
Interface name:outside
Security Level:0

DMZ Netwark. Inside Netwark
Interface name:dmz Interface namesinside
Security Level:50 Security Level: 100

ASA 5505 Deployment - Small Business

- In a small business, the ASA 5505 can be deployed with two
different protected network segments:
— The inside network (VLAN 1) to connect workstations and IP phones.
— The outside interface (VLAN 2) is used to connect to the Internet.

— The DMZ (VLAN 3) to connect a company web server.




ASA 5505 Deployment - Enterprise e

- In an enterprise deployment, the ASA 5505 can be used by
telecommuters and home users to connect to a centralized
location using a VPN.

Configure Basic
Settings

©2012Clecoantoris s i o

ASA Command Line Interface (CLI) Common IOS and Equivalent Commands
to the router 10S.
enable secret password enable password password
- Like a Cisco I0OS router, the ASA recognizes the following: line con 0
— Abbreviation of commands and keywords. password password passwd password
— Using the Tab key to complete a partial command. ovls)
— Using the help key (?) after a command to view additional syntax. ip route route outside
= Unlike an ISR, the ASA: show ip interfaces brief show interface ip brief
— Can execute any ASA CLI command regardless of the current configuration )
mode prompt and does not require or recognize the do 10S CLI command. show ip route show route
— Can provide additional help listing a brief command description and syntax by ey AEm ey EEGEh ilem
using the EXEC command help followed by the CLI command. (e.g., help
reload) show ip nat translations show xlate
— Interrupts show command output by simply using the letter Q. (Unlike the
Ctrl+C (~C) IOS CLI key sequence.) copy running-config startup-config | write [memory]

erase startup-config write erase




ASA Factory Default Configurations

Tostnane cleconsa
enable password SRy2YIIyETRRXU24 encrypted
passwd ZKFDUbNIAT. 2KI0U enceypted

| — | Default management settings.

Tnrerface Eeherneto/d
switchport access vian 2

| — | The outside interface is configured

et face Eeherneto/T
no_shut.

EO/L is configured as the outside interface. E0/2 — E0/7
are not configured and are all shutdown.

<Output ot
Treertace vionT
nameif inside Inside network VLAN (VLAN 1) is configured with name
Security-level 100 | (inside). securityevel (100) and inernal P adcress,
15 oddrdas 152,168.1.1
e e Outside network VLAN (VLAN 2) is configured with name:
e 0 — | (outside), security level (0) and to acquire its IP address
Ip addrdas dhop setroue and default route from the upstream device.

<Ouput Onittec>

object network oby a

ny
nat. (inside, outside) dynanic interface

PAT is configured so that inside addresses are translated
using the outside interface IP address.

| —>

<Ouput Onittec>

hecp server enable
Rttp 192.168.1.0 255.255.255.0 inside

| — | HTTP access for ASDM is configured. |

<Ouput Onittec>

chepd suto config outside

] The outside is to discover ts WINS, DNS, and domain
| information from the upstream devices.

“Ghepd addrass 152.168.1.5-152.166.1.3¢ Inside
ancpa enable inside

| — | DHCP Senver settings for inside hosts. |

<Ouput Omittec>

CLI Setup Initialization Wizard

— Firewall mode
— Enable password

The CLI Setup Initialization wizard configures the following:

CLI Setup Initialization

Wizard

- If the default configuration is not required, erase and reload the
ASAusing the write erase and reload commands.
— Note that the ASA does not recognize the erase startup-config

command.

- Once rebooted, the CLI Setup Initialization wizard prompts to pre-
configure the firewall appliance using interactive prompts.
— Entering “no” cancels the wizard and the ASA will display its default prompt.

- The Setup Initialization wizard is an optional method for initially

configuring an ASA.

— It also provides most of the settings needed to access the ASA using ASDM.

CLI Setup Initialization

Wizard

<Bootup output omitted>

Pre-configure Firewall now through interactive prompts (yes]?
Firewall Mode (Routed:

Enable password (<use current password>]: cisco

Allow password recovery lyes]?

Clock (U1C)

Default values are displayed in brackets [].
To accept the default input, press Enter.

— Enable password recovery
— Time and date settings
Inside IP address and mask
— ASA device host name
Domain name

00
Managenent 19 address: 192.168.1.1

Managenent network mask: 255.255.255.0

Host nane! -AsA

Domain name: cenasecurity.

1P address of host running Device Manager: 192.168.1.2

The following configuration will be used:
Enable password: cisco

Domain name: cenasecurity.com
Ip address of host running Device Manager: 192.168.1.2

Use this configuration and write to flash? yes
INFO: Security level for "management" set to 0 by default.
WARNING: http server is not yet enabled to allow ASDM access.
Cryptochecksun: ballfdl7 c28£2342 £92€2975 lelesilz

2070 bytes copied in 0.910 secs

help or '2' for a list of available comnands.
coNs-ASA>




Configure Basic Settings

- Basic management settings are configured in global configuration
mode.

NOTE:

- The first time global configuration mode is accessed, a message
prompting you to enable the Smart Call Home feature appears.

— This feature offers proactive diagnostics and real-time alerts on select Cisco
devices, which provides higher network availability and increased operational
efficiency.

— To participate, a CCO ID is required and the ASA device must be registered
under a Cisco SMARTnet Service contract.

1 - Configure Basic Management Settings

- In global configuration mode, configure the ASA host name,
domain name, and privileged EXEC mode password using the
following commands:

— hostname name - Changes the name of the ASA.

— domain-name name - Changes the domain name.

— enable password password - Configures the privileged EXEC mode
password.
« Note that there is no secret option.

— passwd password - Configures the Telnet / SSH password.

ciscoasa# conf t

ciscoasa(config)# hostname CCNAS-ASA

CCNAS-ASA (config) § domain-name ccnasecurity.com
CCNAS-ASA (config)  enable password class
CCNAS-ASA (config) # passwd cisco

CCNAS-ASA (config) #

Steps to Configure Basic Settings

1. Configure basic management settings.
— (i.e., hostname, domain name, and enable password.)

Enable the master passphrase.

Configure the Inside and Outside SVIs (on an ASA 5505).
Assign Layer 2 ports to VLANs (on an ASA 5505).
Enable Telnet, SSH, and HTTPS access.

o a0 &> w N

Configure time services.

7. Configure a default route.

2 - Enable the Master Passphrase

- A master passphrase securely stores plaintext passwords in
encrypted format.
— Similar to the IOS service password-encryption command.

- To configure a master passphrase, use the following commands:

— key config-key password-encryption [new-passphrase [old-
passphrase] ]

« Creates or changes an existing master passphrase (8 to 128 characters in length).
— password encryption aes

Enables password encryption.

CCNAS-ASA (config) # key config-key password-encryption ciscol23
CCNAS-ASA (config) # password encryption aes
CCNAS-ASA (config) #

10



3 - Configure Inside and Outside SVIs 3 - Configure Inside and Outside SVIs

- On ASA 5510 and higher, routed interfaces are configured with IP - Use the following commands to configure the inside and outside
configurations. SVI VLAN interfaces:
- However, the ASA 5505 has an integrated 8 port Layer 2 switch — interface vlan vlan-number - Creates a switch virtual interface (SVI).
and theréfore P configurations are accomplished by' — nameif {inside | outside | name} -Assigns an interface name.
) - ity-level value -Assi ity level to the SVI interface.
— Configuring the inside and outside switched virtual interfaces (SVIs) securitylevel value -Assigns asecurlyleveltohe fnierace

by assigning interface names, security level, and IP address. : Byd‘;efa“"' the '"s'ijed'me”ace s ass'grfd 1:\)/'0 and :Ih © OUt?de mterfaf:'s d(;
P . . — ip address ip-address netmask — Manually configure an address.
— Assigning Layer 2 ports to the inside and outside SVI VLANSs. P P Y 9

CCNAS-ASA (config) § interface vlan 1
CCNAS-ASA (config-if)# nameif inside
INFO: Security level for "inside" set to 100 by default.

. CCNAS-ASA(config-if)# security-level 100
NOTE CCNAS-ASA(config-if)# ip address 192.168.1.1 255.255.255.0
- i i - i i CCNAS-ASA (config-if) # exit
Optionally, a third SVI (DMZ) could also be configured if required. ey e
— However, ASA 5505 with a Base License can only support a limited SVI. CCNAS-ASA(config-if) # nameif outside

INFO: Security level for "outside" set to 0 by default.
CCNAS-ASA (config-if) # security-level 0

CCNAS-ASA(config-if) # ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if)# exit

CCNAS-ASA (config) #

3 - Configure Inside and Outside SVIs 3 - Configure Inside and Outside SVIs

- Optionally, instead of manually configuring an IP address, the An ASA 5505 with the Security Plus License automatically
interface could also be configured as a: supports the creation of additional VLANSs to create other zones
— DHCP client using the ip address dhcp [setroute] command. such as a DMZ zone.

— PPPOE client using the ip address pppoe [setroute] command.

However, an ASA 5505 with a Basic License only supports a third
“restricted"” SVI.
NOTE: — This SVI is limited from initiating contact to another specified VLAN.

— An ASA can also be configured as a DHCP server which is covered later.

The following command must be configured to support the third
restricted VLAN SVI on an ASA 5505 with a Base License:
— no forward interface vlan vlan-id

vlan-id specifies the VLAN to which this interface cannot initiate traffic.

— Configure this command only once the inside and outside VLAN interfaces
are configured.

The new SVI must also be named, assigned a security level
value, and IP address.




4 - Assign Layer 2 ports to VLANs

+ The Layer 2 ports must be assigned to a VLAN.
— By default, all ports are members of VLAN 1.

- Use the following commands to change the VLAN assignment:
— interface interface number — Enter interface configuration mode.
— switchport access vlan vlan-id — Change the VLAN assignment.
— no shutdown — Enable the physical interface.

- To verify VLAN settings, use the show switch vlan
command.

CCNAS-ASA (config-if) # interface e0/1

CCNAS-ASA (config-if) # switchport access vlan 1
CCNAS-ASA (config-if) § no shut

CCNAS-ASA (config-if) § exit

CCNAS-ASA(config)# interface e0/0
CCNAS-ASA(config-if) # switchport access vlan 2
CCNAS-ASA (config-if) § no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

5 - Enable Telnet, SSH, and HTTPS Access

Enable Telnet access (if required).
— SSH is recommended instead of Telnet.

Although simple authentication is provided using the passwd
command, securing Telnet access using AAA authentication and
the local database is recommended.

Use the following commands to enable AAA authentication:
~ username name password password

— aaa authentication {telnet | ssh} console {LOCAL |
TACACS-server | RADIUS-server}

— telnet host-ip host-mask inside
— telnet timeout minutes

CCNAS-ASA(config) f username admin password class
CCNAS-ASA(config) # aaa authentication telnet console LOCAL
CCNAS-ASA(config) # telnet 192.168.1.3 255.255.255.255 inside
CCNAS-ASA(config) # telnet timeout 10

CCNAS-ASA (config) #

Verify SVI and Interface Settings

CCNAS-ASA# show switch vlan

VLAN Name Status  Ports
1 inside up Et0/1, Et0/2, Et0/3, Et0/4
Et0/5, Et0/6, Et0/7

2 outside up Et0/0

CCNAS-ASA#

CCNAS-ASA# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
vlan2 209.156.200.226 YES manual up up
Virtualo 127.0.0.1 YES unset up up
CCNAS-ASA#

T I [ [ I a1

5 - Enable Telnet, SSH, and HTTPS Access

- Similarly configured as Telnet but requires:
— AAA authentication to be enabled
— RSA crypto key generated

- To verify the SSH configuration, use the show ssh command.

CCNAS-ASA(config) f username admin password class

CCNAS-ASA(config) 4 aaa authentication ssh console LOCAL
CCNAS-ASA(config) # crypto key generate rsa modulus 1024

WARNING: You have a RSA keypair already defined named <Default-RSA-Key>.

Do you really want to replace them? [yes/nol: y
Keypair generation process begin. Please wait...
CCNAS-ASA(config) # ssh 192.168.1.3 255.255.255.255 inside
CCNAS-ASA(config) 4 ssh timeout 10
CCNAS-ASA(config) # exit

CCNAS-ASA#

CCNAS-ASAf show ssh

Timeout: 5 minutes

Versions allowed: 1 and 2

192.168.1.3 255.255.255.255 inside

CCNAS-ASA$

12



5 - Enable Telnet, SSH, and HTTPS Access
« HTTPS is required for ASDM.

- To remove and disable the ASAHTTP server service, use the
clear configure http global configuration command.

CCNAS-ASA(config) 4 http server enable
CCNAS-ASA(config) 4 http 192.168.1.3 255.255.255.255 inside
CCNAS-ASA (config) #

6 - Configure NTP Time Services

- Network Time Protocol (NTP) services can be configured using
the following commands:
ntp server ip-address - ldentifies the NTP server address.

ntp authentication-key - Configures the authentication key and
password.

— ntp trusted-key value - ldentifies which configured key is to be trusted.
— ntp authenticate - Enables NTP authentication.

- To verify the NTP configuration and status, use the show ntp
status and show ntp associations commands.

CCNAS-ASA(config)# ntp server 10.10.10.1
CCNAS-ASA(config)# ntp authentication-key 1 md5 ciscol23
CCNAS-ASA (config) § ntp trusted-key 1

CCNAS-ASA (config) § ntp authenticate

CCNAS-ASA (config)

6 - Configure Time Services
- Time setting can be set by configuring the local system time.
- This is not the recommended method.

- Use an authoritative time source and NTP.

CCNAS-ASA# clock set 8:05:00 3 OCT 2011
CCNAS-ASA#

7 - Configure a Default Route

- If an ASA an configured as a DHCP or PPPoE client, then it most
probably is getting its default route provided by the upstream
device.

— Otherwise, the ASA will require a default static route to be configured.
— To verify the route entry, use the show route command.

CCNAS-ASA (config) § route outside 0.0.0.0 0.0.0.0 209.165.200.225
CCNAS-ASA (config) # show route

Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I8-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 209.165.200.225 to network 0.0.0.0

€ 209.165.200.224 255.255.255.248 is directly connected, outside
C  192.168.1.0 255.255.255.0 is directly connected, inside

S*  0.0.0.0 0.0.0.0 [1/0] via 209.165.200.225, outside

CCNAS-ASA (config) #
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Verify Basic Settings

CCNAS-ASA# show switch vlan
VLAN Name Status Ports

1 inside up Et0/1, Et0/2, Et0/3, Et0/4
Et0/5, Et0/6, Et0/7
2 outside up Et0/0
CCNAS-ASA#
CCNAS-2SA# show interface ip brief
Interface 1P-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down up
Ethernet0/4 unassigned YES unset administratively down down
Ethernet0/5 unassigned YES unset administratively down down
Ethernet0/6 unassigned YES unset administratively down down
Ethernet0/7 unassigned YES unset administratively down down
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Vlanl 192.168.1.1 YES manual up up
Vlan2 209.156.200.226 YES manual up up
VirtualQ 127.0.0.1 YES unset up up

CCNAS-ASA#

DHCP Server Services

To enable an ASA as a DHCP server and provide DHCP services
to inside hosts, configure the following:

— dhecpd enable inside - Enables the DHCP server service (daemon) on
the inside interface of the ASA.
dhcpd address [start-of-pool]-[end-of-pool] inside

+ Defines the pool of IP addresses and assigns the pool to inside users.
+ Notice that the start and end of pools are separated by a hyphen.

Note:

— The ASA 5505 Base license is a 10-user license and therefore the maximum
number of DHCP clients supported is 32.

Verify DHCP Server Services

CCNAS-ASA# conf t

CCNAS-ASA (config) 4 dhcpd address 192.168.1.10-192.168.1.100 inside

Warning, DHCP pool range is limited to 32 addresses, set address range as: 192.168.1.10-
192.168.1.41

CCNAS-ASA (config) 4 dhcpd address 192.168.1.10-192.168.1.41 inside

CCNAS-ASA (config)# dhcpd enable inside

CCNAS-ASA (config)# dhcpd auto_config outside

CCNAS-ASA (config)

CCNAS-ASAt show dhcpd binding

IP address Client Identifier Lease expiration Type
CCNAS-ASAf show dhcpd state

Context Configured as DHCP Server

Interface inside, Configured for DHCP SERVER

Interface outside, Configured for DHCP CLIENT

CCNAS-ASA# show dhcpd statistics

DHCP UDP Unreachable Errors: 0

DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings

Malformed messages

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message Sent.
BOOTREPLY 0
DHCPOFFER
DHCPACK
DHCENAK

Introduction to
ASDM
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Cisco ASDM

Cisco ASA Security Device Manager (ASDM) is a Java-based
GUI tool that facilitates the setup, configuration, monitoring, and
troubleshooting of Cisco ASAs.

ASDM is now preloaded in flash memory on any ASA running
versions 7.0 and later.

ASDM can be:
Run as a Java Web Start application that is dynamically downloaded from the
ASA flash allowing an administrator to configure and monitor that ASA device.

Downloaded from flash and installed locally on a host as an application
allowing an administrator to manage multiple ASA devices.

i g - = T I m

Starting ASDM

Verify connectivity to the ASA.
You must be initiating the connecting from the identified trusted host in the
HTTP basic settings.

Starting ASDM

Verify connectivity to the ASA.

Open a browser and establish a HHTP connecting to the ASA.

Choose to:
Install ASDM Launcher and Run ASDM.
Run ASDM.
Run the Startup wizard.

Authenticate to ASDM.

NOTE:
It is assumed that the ASA 5505 has been preconfigured with basic
settings.
=i g - - | | | m

Starting ASDM

Open a browser and establish an SSL connection.
Click Yes to continue and open the ASDM Launch window.

28 Cannot find server - Microsoft Internet Explorer
Fle Edt Vew Favortes Took Help

E

oo gou sichange wih s 5o came e vimed o)
chergedby oben | ovsever heve -+ rokles ih he sie's
seciy cesioals

By Tha sl celfceln v s o a oy b
ek chocen st Ve e eaiicels e e v e
o 14z the etling S

@ Thesscuity csticete deisivebd.

@ The sl calfcats bt 3 vebdnams meickig P name
o the pags s e 1y gt e

Doyt I rccsec?

T s cenivaa

15



Starting ASDM

- Install ASDM Launcher and
Run ASDM:

—Install ASDM locally on the host.
— The advantage is that ASDM can be
used to manage several ASA devices.
+ Run ASDM:

—~RunASDM as a Java Web start
application.

—The advantage is that ASDM is not
locally installed.

—An Internet browser is required.

+ Run Startup Wizard:

— This choice is similar to the Setup
Initialization wizard and provides
step-by-step windows to help initially
configure the ASA. L] LT e

Comorh © 108-200L Civem Sramms, . o b esarees.
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ASDM Device Dashboard

- The Cisco ASDM Home page displays provides a quick view of
the operational status of ASA that is updated every 10 seconds.
(O ——
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Starting ASDM

- After choosing Run ASDM, authenticate with the ASA.
— When authentication is successful, the ASDM Home page will be displayed.

ol x|

L, Cisco ASDN-IDM Launcher 'y

e e snspassons for 152 168,11
Unemara:

pwowed [
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ASDM Firewall Dashboard

- The Firewall Dashboard provides security related information
about traffic that passes through the ASA.

=
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ASDM Configuration View

Menu Bar

Tool Bar
Device List Button

Navigation Pane

Status Bar

Configure Hostname and Passwords

- Configuration > Device Setup > Device Name/Password

ASDM Monitoring View

Menu Bar s | = e e i
Tool Bar  m—

Device List Button  mmmmmp i
d

Navigation Pane

Interfaces

- Configuration > Device Setup > Interfaces > Interfaces

17



Layer 2 Switch Ports

- Configuration > Device Setup > Interfaces > Switch Ports

= L]

System Time - Local Clock
- Configuration > Device Setup > System Time > Clock

I
e 5 bl

T ]

Configuring Telnet and SSH

- Configuration > Device Management > Management Access >
ASDM/HTTPS/Telnet/SSH

8 e [ sl [ s (s Qe Qs O

System Time - Configuring NTP

- Configuration > Device Setup > System Time > NTP

18



Default Static Route

- Configuration > Device Setup > Routing > Static Routes

Configuring DHCP Server

- Configuration > Device Management > DHCP > DHCP Server
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Editing DHCP Server

Configuration > Device Management > DHCP > DHCP Server

Hmimn
cisco

ASDM Startup
Wizard
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ASDM Wizards

ASDM has 5 wizards to

choose from:

— Startup Wizard

— VPN Wizards

— High-Availability and
Scalability Wizard

Unified Communication
Wizard

— Packet Capture Wizard

Configuration - Startup Wizard

- Configuration > Device Setup > Startup Wizard

o
bl

]

ASDM Startup Wizard

- The Startup wizard is similar to the interactive Setup Initialization
wizard and can be accessed:
~ When launching ASDM from a browser, choose Run Startup Wizard.
— From the Tool bar, choose Configuration > Device Setup > Startup Wizard.
— From the Menu bar, choose Wizards > Startup Wizard.

Startup Wizard - Step 1 of 9

- After the Startup wizard
has been launched, the
Starting Point window
(also referred to as the
Welcome window) is
displayed.

It provides a choice to:
— Modify existing
configuration

— Reset configuration to
factory defaults

Select an option and
click Next to continue.

20



Startup Wizard - Step 2 of 9

- Complete the basic ASA
management
configuration consisting
of:

— Ahost name
— Domain name
— Privileged EXEC password

- Optionally, this step also
allows the administrator
to deploy the ASAfor a
remote worker.

- Complete the options and
click Next to continue.

<out |t | reeh | oot | vt |

Startup Wizard - Step 4 0of 9

- Map the physical Layer 2
switch ports to the
logically named VLANS in
the previous step.

- By default, all switch ports
are assigned to VLAN 1
(Inside).

« Click Next to continue.

Startup Wizard - Step 3 of 9

- Create the VLAN switch
interfaces.

- This step is specific to the
ASA 5505 model.

- Complete the options and
click Next to continue.

et 5 oo
© Eonthard

P S e |

Startup Wizard - Step 5 of 9

- ldentify the inside and
outside IP addresses for
the defined VLANSs.

- Note that these
addresses could also be

 LaaOrp I b

U kg Paspess

created using DHCP or
PPPOE.

Bieee [z ven 1 bk [ 2]
i 1t

- Complete the options and
click Next to continue.
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Startup Wizard - Step 60f9

- Enable the DHCP service
for inside hosts.

- All DHCP related options
are defined in this window.

s Tocaftse s P ey el i e ek e e
et e gt -0 e

Bl somprasses [ mowpesses[
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- Complete the options and
click Next to continue.

cout | e [ v | _coen | v |

Startup Wizard - Step 8of9

- Specify which host or
hosts are allowed to
access the ASA using
either HTTPS/ASDM,
SSH, or Telnet.

- Complete the options and
click Next to continue.

[

™ bl s oy metres
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Startup Wizard - Step 7 of 9

- Enable PAT or NAT.

- Complete the options and 7N iyl e

click Next to continue.

<t | s | o | _cot | 10 |

Startup Wizard - Step 90f9

- Review the proposed
configuration.

- Changes can be made by
clicking the Back button
or saved by clicking the
Finish button.
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ASDM VPN Wizards ASDM Unified Communication Wizard

 Wizard to configure site-to-site and remote-access VPNs. - Configure the ASA to support the Cisco Unified Communications

ASDM Packet Capture Wizard

« Use the wizard for troubleshooting and testing purposes.

Objects and
Object Groups




Objects and Object Groups

+ An object can be defined with a particular IP address and
netmask pair or a protocol (and, optionally, a port) and it can be
re-used in several configurations.

- The advantage is that when an object is modified, the change is
automatically applied to all rules that use the specified object.
— Therefore, objects make it easy to maintain configurations.

- Objects can be used in NAT, access lists, and object groups.

Configuring a Network Object

- To create a network object, use the object network
object-name global configuration command.
— The prompt will change to the network object configuration mode.

- A network object can contain only one IP address and mask pair.
— Entering a second IP address/mask pair will replace the existing
configuration.
- To erase all network objects, use the clear config object
network command.
— Note that this command clears all network objects.

Objects

+ The ASA supports two types of objects.

- Network object:
— Contains a single IP address/mask pair.
— Can be defined by host, subnet, or range of addresses.
- Service object:
— Contains a protocol and optional source and/or destination port.

NOTE:
— Anetwork object is required to configure NAT.

CCNAS-ASA (config) # object ?

configure mode commands/options:
network Specifies a host, subnet or range IP addresses
service Specifies a protocol/port

CCNAS-ASA (config) #

CCNAS-ASA(config) 4 object network EXAMPLE-1
CCNAS-ASA (config-network-object)# host 192.168.1.4

CCNAS-ASA (config-network-object)# range 192.168.1.10 192.168.1.20
CCNAS-ASA (config-network-object)# exit

CCNAS-ASA (config) #

CCNAS-ASA(config) # show running-config object

object network EXAMPLE-1

range 192.168.1.10 192.168.1.20

CCNAS-ASA (config)

Configuring a Network Object using ASDM
- Configurations > Firewall > Objects > Network Objects/Groups

i
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Configuring a Service Object

- To create a network object, use the object service
object-name global configuration command.
— The prompt will change to the network object configuration mode.

- A service object name can only be associated with one protocol
and port (or ports).

— If an existing service object is configured with a different protocol and port (or
ports), the new configuration replaces the existing protocol and port (or ports)

with the new ones.

CCNAS-ASA(config) 4 object service SERV-1
CCNAS-ASA(config-service-object)# service tcp destination eq ftp
CCNAS-ASA (config-service-object)# service tcp destination eq www
CCNAS-ASA (config-service-object)# exit

CCNAS-ASA (config) #

CCNAS-ASA(config) # show running-config object

object service SERV-1

service tcp destination eq www

CCNAS-ASA (config) #

Configuring a Service Object using ASDM

- Configurations > Firewall > Objects > Service Objects/Groups

Service Objects

T

here are five service options:

service protocol [source [operator port]] [destination
[operator port]]

+ Specifies an IP protocol nhame or number.

service tcp [source [operator port]] [destination
[operator port]]

« Specifies that the service object is for the TCP protocol.

service udp [source [operator port]] [destination
[operator port]]

+ Specifies that the service object is for the UDP protocol.
service icmp icmp-type

+ Specifies that the service object is for the ICMP protocol.
service icmpé icmpé6-type

+ Specifies that the service object is for the ICMPv6 protocol.

Object Groups

- Object groups are used to group objects.
— Objects can be attached or detached from multiple object groups.

- Objects can be attached or detached from one or more object
groups when needed, ensuring that the objects are not duplicated
but can be re-used wherever needed.

- You can create network, protocol, and ICMP-type objects groups

Th e Tk eh M e b o [ o
BRSO O O 2 ]
] .
: e e
ek | e |
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created using the object-group {network | protocol |
icmp-type} group-name command.

- You can also create service objects groups by using object-
group service group-name [tcp | udp | tcp-udp].
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Object Groups

- There are four types of group objects.

Object-Group Description

+ Combines IP protocols (such as TCP, UDP, and ICMP) into one object.

« For example, to add both TCP and UDP services of DNS, create an object group and add TCP and
UDP protocols into that group.

Protocol

« Used to group TCP, UDP, or TCP and UDP ports into an object.

« It can contain a mix of TCP services, UDP services, ICMP-type services, and any protocol such as
ESP, GRE, and TCP.

Service

CCNAS-ASA(config) 4 object-group ?

configure mode commands/options:
icmp-type Specifies a group of ICMP types, such as echo

network  Specifies a group of host or subnet IP addresses
protocol  Specifies a group of protocols, such as TCP, etc
service  Specifies a group of TCP/UDP ports/services

user Specifies single user, local or import user group
CCNAS-ASA(config) 4 object-group

Network Object Group using ASDM

- Configuration > Firewall > Objects > Network Objects/Groups

- ok wemch ki el
e ] 3w 00 O o) @ G ] el
s o =
i 5= YT p—

-~

=TT

=)
= = (Y1) "

Network Object Group

To configure a network object group, use the object-group
network grp-name global configuration command.

Add network objects to the network group using the commands:
— network-object
— group-object

CCNAS-ASA (config) # object-group network ADMIN-HOST

c group) # ject host 192.168.1.3
CCNAS-ASA (config-network-object-group) # network-object host 192.168.1.4
CCNAS-ASA (config-network-object-group) # exit

c (config) ¢ object-group network

CCNAS-ASA (config-network-object-group) # network-object 192.168.1.32 255.255.255.240
CCNAS-ASA (config-network-object-group) # group-object ADMIN-HOST

c i group) # exit

CCNAS-ASA(config) + show run object-group

object-group network ADMIN-HOST

description Administrative host IP addresses

network-object host 192.168.1.3

network-object host 192.168.1.4

object-group network ALL-HOSTS

network-object 192.168.1.32 255.255.255.240

group-object ADMIN-HOST

CCNAS-ASA (config) #

Protocol Object Group

To configure a protocol object group, use the object-group
protocol grp-name global configuration command.

Add network objects to the protocol group using the commands:
— protocol-object

— group-object

CCNAS-ASA (config) # object-group protocol PROTO-1

CCNAS-ASA (config-protocol-object-group) # protocol-object udp
(config-p 1-0bj p) 1-object ipsec
1-0bj p)# exit
CCNAS-ASA (config) # object-group protocol PROTO-2
(config-p 1-0bj P tocol-object tcp
c (config-p 1-0bj ) # group-object PROTO-1
CCNAS-ASA (config-protocol-object-group) # exit
CCNAS-ASA (config) # show i ig object-group protocol

g
object-group protocol PROTO-1
protocol-object udp
protocol-object esp
object-group protocol PROTO-2
protocol-object tcp
group-object PROTO-1

CCNAS-ASA (config) #
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ICMP Object Group

To configure an ICMP object group, use the object-group
icmp-type grp-name global configuration command.

Add ICMP objects to the protocol group using the commands:
— icmp-object
— group-object

Service Object Group

To configure a service object group, use the object-group
service grp-name global configuration command.

— service-object
— group-object

Add service objects to the protocol group using the commands:

CCNAS-ASA(config) # object-group icmp-type ICMP-ALLOWED
CCNAS-ASA (config-icmp-object-group) # icmp-object echo
CCNAS-ASA (config-icmp-object-group) # icmp-object time-exceeded
CCNAS-ASA (config-icmp-object-group) # exit

CCNAS-ASA (config) f

CCNAS-ASA (config) # show g object-group id
object-group icmp-type ICMP-ALLOWED

icmp-object echo

icmp-object time-exceeded

CCNAS-ASA (config) #

Services Object Group

- Configuration > Firewall > Objects > Service Objects/Groups
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c (config) ¢ object-group service -

CCNAS-ASA (config-service-object-group) # i ject tep ination eq www
CCNAS-ASA (config-service-ob: group 4 i ject tcp ination eq https
CCNAS-ASA (config-service-ob: g i ject udp ination eq ntp

CCNAS-ASA (config-service-object- groupu exit

CCNAS-ASA (config) #

CCNAS-ASA(config) # object-group service SERVICES-2 tcp
CCNAS-ASA (config-service-object-group) # port-object eq pop3
CCNAS-ASA (config-service-object-group) # port-object eq smtp
CCNAS-ASA (config-service-object-group) # exit

CCNAS-ASA (config) #

e (config) ¢ object-group service -3 tep
CCNAS-ASA (config-service-object-group) # group-object smxc:s—z
CCNAS-ASA (config-service-object-group) # port-cbject eq !
CCNAS-ASA (config-service-object-group) # port-object x'nnge 2000 2005
CCNAS-ASA (config-service-object-group) # exit

CCNAS-ASA (config) #

i
cisco
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Similarities Between ASA and I0S ACLs

Both ACLs are made up of one or more access control entries
(ACEs).

Both ACLs are processed sequentially from top down.
Both follow the 1st ACE match will cause the ACL to be exited.

Both have the implicit deny all at the bottom.
Both support remarks added per ACE or ACL.

Both follow the one access list per interface, per protocol, per
direction rule.

Both ACLs can be enabled/disabled based on time ranges.

ACL Function

- ACLs on a security appliance can be used:
— Through-traffic packet filtering:
« Trafficis passing through the appliance from one interface to another interface.
«  The configuration requires an ACL to be defined and then applied to an interface.
— To-the-box-traffic packet filtering:

« Also known as a management access rule, traffic (e.g., Telnet, SSH, SNMP) is
destined for the appliance.

Introduced to filter traffic destined to the control plane of the ASA.

It is completed in one step but requires an additional set of rules to implement
access control.

Differences Between ASA and IOS ACLs

« The ASAACL uses a network mask (e.g., 255.255.255.0).
— The IOS ACL uses the wildcard mask (e.g., 0.0.0.255).

- ACLs are always named instead of numbered.

— ASAACLs can be numbered but unlike I0S ACL the numbers have no
significance other than naming the ACL.

- By default, security levels apply access control without an ACL
configured.

Five Types of ASAACL Types

- The ASA supports five types of ACLs.

ACL Type Description

Standard + Used for routing protocols, not firewall rules.
+ Cannot be applied to interfaces to control traffic.

Webtype + Used for clientless SSL VPN.
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ACL Applications

ACL Type  Description

Identify traffic for AAA rules Extended Used in AAA access lists to identify traffic.

Establish VPN access Extended Used in VPN commands.

Standard access lists include only the destination
address.
Used to control the redistribution of OSPF routes.

Identify OSPF route
redistribution

Condensed ACL

Layer 3 protocol.
E.g., IP, TCP, UDP
It could also be a

ACL nam protocol object group.
It could also be a number.

T T
access-list id extended (deny | permit) protocol

I>[operator port [port]]

P>[operator port [port]] |

1

Operator can be operands: Destination traffic to filter.

1t (less than) It could also be a network object group.
gt (greater than) The interface option is for to-the-box-
+ eq (equal) traffic filtering.

« negq (not equal)

+ range (for an inclusive range)
Port could be the port number , TCP/UDP port
name, or a service object group.

Extended ACL Command Syntax

CCNAS-ASA (config) # help access-list

USAGE:

Extended access list:
Use this to configure policy for IP traffic through the firewall

[no] access-list <id> [line <line_num>] [extended] {deny | permit}
{<protocol> | object-group {<service obj_grp_id> |
<protocol obj_grp_id>} | object <service object_ name>}
[user-group [<domain_nickname>\\]<user_group name> |
user [<domain_nickname>\]<user_name> |
object-group-user < object_group_user_name>]

{host <sip> | <sip> <smask> | interface <ifc> | any |
object-group <network_obj_grp_id> |

object <network_obj_name>}

[<operator> <port> [<port>] |

object-group <service obj_grp_id>]

{host <dip> | <dip> <dmask> | interface <ifc> | any |
object-group <network_obj_grp_id> |

object <network obj_name>}

[<operator> <port> [<port>] |

object-group <service obj_grp_id>]

[log [disable] | [<level>] | [default] [interval <secs>]]

<Output omitted>

Access-group Syntax

- To provide through-traffic network access, the ACL must be
applied to an interface.

— access-group acl-id {in | out} interface interface-name
[per-user-override | control-plane]

iption
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ACL Examples

ACL Examples

Verifying ACLs

- To verify the ACL syntax, use the following commands:
— show running-config access-list
— show access-list

Allowing Same Security Level Communication

By default, interfaces on the same security level:
— Cannot communicate with each other.
— Packets cannot enter and exit the same interface.

+ Useful for VPN traffic that enters an interface, but is then routed out the same
interface.

Use the same-security-traffic permit inter-
interface enables interfaces on the same security level so
that they can communicate with each other.

Use the same-security-traffic permit intra-
interface command to enable communication between hosts
connected to the same interface.

ACL - Example 1

- PC-A and PC-B are external hosts that require access to the two
internal servers.
— Each server provides Web and email services.

PC-A
209.165.201.1

Insid
(W}Mﬂ) 200.165.202.128/27 Mw%g::]
E02

Email Server cH

209.165.201.2
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ACL - Example 1

CCNAS-ASA (config) # |access-list ACL-IN remark Permit PC-A -> Server A for HTTP / SMTP

CCNAS-ASA (config) # |access-1list ACL-IN extended permit tcp host 209.165.201.1 host

209.165.202.131 eq http

CCNAS-ASA (config)  |access-list ACL-IN extended permit tcp host 209.165.201.1 host

209.165.202.131 eq smtp

CCNAS-ASA (config) # |access-list ACL-IN remark Permit PC-A -> Server B for HTTP / SMTP

CCNAS-ASA (config)  |access-list ACL-IN extended permit tcp host 209.165.201.1 host

209.165.202.132 eq http

CCNAS-ASA (config) # |access-list ACL-IN extended permit tcp host 209.165.201.1 host

209.165.202.132 eq smtp

CCNAS-ASA (config) # [SCCES8-118¢C ACL-IN TeMafK PEIMit PC-B - ELVEr A fOr HITP SHTP

CCNAS-ASA (config) #| access-1list ACL-IN extended permit tcp host 209.165.201.2 host

209.165.202.131 eq http

CCNAS-ASA (config) #| access-list ACL-IN extended permit tcp host 209.165.201.2 host

202.131

CCNAS-ASA (config) #[access-Iist L-IN remark Permit PC-B -> Server B for HTTP P

CCNAS-ASA (config) #| access-list ACL-IN extended permit tcp host 209.165.201.2 host

209.165.202.132 eq http

CCNAS-ASA (config) #| access-1list ACL-IN extended permit tcp host 209.165.201.2 host
smtp

CCNAS-ASA (config) # [access-1ist ACL-IN extended deny ip any any log
CCNAS-ASA (config) #
CCNAS-ASA (config) # group ACL-IN in i outside
CCNAS-ASA (config) #

T I e InnNnnmaes 1

ACL with Object Groups - Example 2

This example achieves the same result as Example 1 except it
uses object groups to simplify and modularize the configuration.

The following object groups are created:

— TCP: Protocol object group.

— Internet-Hosts: Network object group identifying the two external hosts.

— Internal-Servers: Network object group identifying the two internal servers.
— HTTP-SMTP: Service object group identifying HTTP and SMTP protocols.

These object groups are then specified in one ACL-IN ACE.

All remaining traffic will be denied and logged.

NOTE:
— Although there will only be two ACEs in ACL-IN, the total number of elements
will remain at 9.

T I [E— ‘I 1

ACL - Example 1

- Verify the configuration.

- Notice that there are 9 elements (9 ACEs), excluding the remarks,

that must be processed by the ASA.

CCNAS-RSA (config) # show running-config access-list

access-list ACL-IN remark Permit PC-A -> Server A for HTTP / SMTP
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.131 eq www
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.131 eq smtp
access-list ACL-IN remark Permit PC-A -> Server B for HTTP / SMTP
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.132 eq www
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.132 eq smtp
access-list ACL-IN remark Permit PC-B -> Server A for HTTP / SMTP
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.131 eq www
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.131 eq smtp
access-list ACL-IN remark Permit PC-B -> Server B for HTTP / SMTP
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.132 eq www
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.132 eq smtp

access-list ACL-IN extended deny ip any any log
CCNAS-ASA (config) #

CCNAS-ASA(config) # show acces
access-list ACL-IN;
CCNAS-ASA (config) #

ist ACL-IN brief
name hash: 0x44d1c580

ACL with OGs - Example 2

- Create Object groups.

e

CCNAS-ASA (config) f object-group protocol TCP

CCNAS-ASA (config-protocol) # protocol-object tcp
CCNAS-ASA (config-protocol) # exit

CCNAS-ASA (config-protocol) # description OG identifies TCP as the protocol

CCNAS-ASA (config) f

CCNAS-ASA (config) # obj: ip network I

CCNAS-ASA (config-network) # exit

CCNAS-ASA (config-network) ¢ description OG matches BC-A and PC-B
CCNAS-ASA (config-network) # network-object host 209.165.201.1
CCNAS-ASA (config-network) # network-object host 209.165.201.2

i

CCNAS-ASA (config) ¥

CCNAS-ASA (config-network) # exit

[CCNAS-ASA (config) f object-group network Internal-Servers
CCNAS-ASA (config-network) # description OG matches Web and email Servers
CCNAS-ASA (config-network) # network-object host 209.165.202.131
CCNAS-ASA (config-network) # network-object host 209.165.202.132

CNAS-ASA(COnFig ¥

CCNAS-ASA(config) f object-group service HTTP-SMTP tcp

CCNAS-RSA (config-service) # port-object eq smtp
CCNAS-RSA (config-service) § port-object eq www
CCNAS-ASA (config-service) # exit

CCNAS-ASA (config-service) 4 description OG matches SMTP and HTTP/HTTPS traffic

CCNAS-ASA (config) f

‘I 1
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ACL with OGs - Example 2

- Create the ACL and apply it.

ACL with OGs - Example 2

- Display the content of ACL-IN.

CCNAS-ASA (config) # acce:
CCNAS-ASA (config) # acce:

list ACL-IN remark Only permit PC-A / PC-B -> servers
list ACL-IN extended permit object-group TCP
3 p Internal-Servers object-group HITP-SMTP
deny ip any any log

ject-group ject-g:
ceNAS-ASA (config) # access-list ACL-IN

CCNAS-ASA (config)

CCNAS-ASA (config) # access-group ACL-IN in interface outside

CCNAS-ASA (config) ¥

[CCNAS-ASA (conflq) § show running-config access-1ist
access-1ist ACL-IN remark Only permit PC-A / PC-B -> servers

access-1ist ACL-IN extended permit obj p TCP obj group T object-

group Internal-servers object-group HTTP-SMTP

CCNAS-ASA (config) # show access-list ACL-IN brief
access-list ACL-IN; 9 elements; name hash: 0x44d1c580

CCNAS-ASA (config) ¥

Access Rule Pane

- Configuration > Firewall > Access Rules
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CCNAS-ASA(config) § show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list ACL-IN; 9 elements; name hash: 0x44d1c580
access-1list ACL-IN line 1 remark Only permit PC-A / PC-B -> servers
access-1list ACL-IN line 2 extended permit object-group TCP object-group
object-group Internal-Servers object-group HTTP-SMTP Oxbd5ed7a7

access-list ACL-IN line 3 extended permit tcp host 209.165.201.1 host
smtp (hitcnt=0) 0x3£0a0233

access-list ACL-IN line 3 extended permit tcp host 209.165.201.1 host
www (hitcnt=0) 0xab920b7c

access-list ACL-IN line 3 extended permit tcp host 209.165.201.1 host
smtp (hitcnt=0) 0x92b62c8c

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.1 host
www (hitcnt=0) 0x52206d23

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.2 host
smtp (hitcnt=0) 0x68ad3a2d

access-list ACL-IN line 3 extended permit tcp host 209.165.201.2 host
www (hitcnt=0) 0x46270bla

access-list ACL-IN line 3 extended permit tcp host 209.165.201.2 host
smtp (hitcnt=0) 0x9felca8s

access-list ACL-IN line 3 extended permit tcp host 209.165.201.2 host
www (hitcnt=0) 0x598855e6

Internet-Hosts

209.165.202.131

209.165.202.131

209.165.202.132

209.165.202.132

209.165.202.131

209.165.202.131

209.165.202.132

209.165.202.132

access-1list ACL-IN line 4 extended deny ip any any log informational interval 300

(hitcnt=0) 0x4d6e3bb6
CCNAS-ASA (config) #

ACL Example
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ACL with Object Group Example

ASA NAT Services

- Like 1OS routers, the ASA supports the following NAT and PAT
deployment methods:

- Inside NAT

— Typical NAT deployment method when the ASA translates the internal host
address to a global address.

— The ASA restores return traffic the original inside IP address.

+ Outside NAT

— Deployment method used when traffic from a lower-security interface is
destined for a higher-security interface.

— This method may be useful to make a host on the outside appear as one from
a known internal IP address.

- Bidirectional NAT
— Both inside NAT and outside NAT are used together.

Hmiim
cisco

NAT Deployment Methods

PC-B
209.165.201.2
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Auto NAT

- Introduced in ASA version 8.3, the Auto NAT feature has
simplified the NAT configuration as follows:
1. Create a network object.
2. ldentify host(s) network to be translated.
3. Define the nat command parameters.

NOTE:
— Prior to ASA version 8.3, NAT was configured using the nat, global, and
static commands.

— The global and static commands are no longer recognized.

Types of NAT Configurations

- Dynamic NAT
— Many-to-many translation.
— Typically deployed using inside NAT.

- Dynamic PAT
— Many-to-one translation.

— Usually an inside pool of private addresses overloading an outside interface
or outside address.

— Typically deployed using inside NAT.

- Static NAT
— Aone-to-one translation.
— Usually an outside address mapping to an internal server.
— Typically deployed using outside NAT.

- Twice-NAT
— ASA version 8.3 NAT feature that identifies both the source and destination
address in a single rule (nat command).
— Used when configuring remote-access IPsec and SSL VPNs.
T I Imm . | E—— . |

Configuring NAT

- The ASA divides the NAT configuration into two sections:
— The first section defines the network to be translated using a network object.
— The second section defines the actual nat command parameters.

- These appear in two different places in the running-config.

NOTE:
— This actual configuration is for PAT.

CCNAS-ASA(config) # object network INSIDE-NET
CCNAS-ASA (config-network-object) #
CCNAS-ASA (config-network-object)# nat (inside,outside) dynamic interface
CCNAS-ASA (config-network-object) ¢ end
CCNAS-ASA¥

CCNAS-ASA§ show running-config nat

!

object network INSIDE-NET
nat (inside,outside) dynamic interfac

CNAS=ASEF
CCNAS-ASA# show running-config object

object network INSIDE-NET )
subnet 192.168.1.0 255.255.255.224

CCNAS-ASAH

Configuring Dynamic NAT
- To configure dynamic NAT, two network objects are required.

- The first network object identifies the pool of public IP addresses
that internal addresses will be translated to.
— object network mapped-obj
+ Names the network object that identifies the pool of public addresses.
— range ip-addr-1 ip-addr-n
+ Assigns the public pool IP addresses in a range.

- The second network object binds the two objects together.
— object network nat-object-name
« Names the NAT object to bind the inside subnet with the public pool network object.
— subnet net-address net-mask
« Identifies the inside network subnet to the named object.
— nat (real-ifc,mapped-ifc) dynamic mapped-obj

+ Traffic going from the real-ifc and going to the mapped-ifc will be
dynamically assigned addresses from the public pool of addresses.
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Configuring Dynamic NAT Example

Intemet
PC-B

209.165.201.2

CCNAS-ASA (config) # object network PUBLIC-IP
CCNAS-ASA (config-network-object) # range 209.165.200.240 255.255.255.240
CCNAS-ASA (config-network-object) f exit

CCNAS-ASA (config) #

CCNAS-ASA (config) # object network INSIDE-NET
CCNAS-ASA (config-network-object) # subnet 192.168.1.0 255.255.255.224

CCNAS-ASA (config-network-object) # nat (inside outside) dynamic PUBLIC-IP

CCNAS-ASA (config-network-object) # end
CCNAS-ASAT

Configuring Dynamic PAT Example

PC-B

209.165.201.2

CCNAS-ASA (config-network-object) f subnet 192.168.1.0 255.255.255.224
CCNAS-ASA (config ject) # nat (inside outside) dynamic
CCNAS-ASA (conflg-network-object] ¥ end

CCNAS-ASA (config) # object network INSIDE-NET |

Configuring Dynamic PAT

Dynamic PAT is when the outside interface IP address or another
specified IP address is overloaded.

Only one network object is required to configure dynamic PAT:
— object network nat-object-name
+ Names the static NAT object.
— subnet net-address net-mask
+ Identifies the inside network subnet as the network object.
— nat (real-ifc,mapped-ifc) dynamic [interface | ip-
address]

Traffic going from the real-ifc interface tothe mapped-ifc interface will be
dynamically the IP address of the outside interface or a specified outside IP
address.

The parentheses and comma (,) are required.

Configuring Dynamic PAT Example

Intemet

PC-B
209.165.201.2

CCNAS-ASA#

CCNAS-ASA (config) # object network INSIDE-NET

CCNAS-ASA (config-network-object) # subnet 192.168.1.0 255.255.
CCNAS-ASA (config-network-object) # nat (inside outside) dynamic| 209.165.200.229

CCNAS-ASA (config-network-object) + end

CCNAS-ASA#

- As an alternative, you can specify an outside IP address.
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Configuring Static NAT

- Static NAT maps an inside IP address to an outside address.
— To access Web servers by outside hosts.

- To configure static NAT:
— object network nat-object-name
+ Names the static NAT object.
— host ip-addr
« Identifies the inside host IP address.
— nat (real-ifc, mapped-ifc) static mapped-ip-addr

Statically maps an inside address to an identified outside IP address.
The parentheses and comma (,) are required.

Note that the any keyword could be used instead of the interface names to allow
the translation of an object between multiple interfaces using one CLI command.

NOTE:
— Static NAT also requires that an ACE be added to the outside interface ACL.
I I | B S S —

Verifying Static NAT
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Static NAT Example

Intemet

PC-B
209.165.201.2

CCNAS-ASA (config-network-object) # host 192.168.2.3

CCNAS-ASA (config) § object network DMZ-SERVER
CCNAS-ASA (config-network-object) # nat (dmz,outside) static 209.200.165.227

TCNAS-ASA(Contig K-Object) ¥ exit
CCNAS-ASA (config) #

CCNAS-ASA (config) 4 access-list OUTSIDE-DMZ permit ip any host 192.168.2.3
CCNAS-ASA (config) 4 access-group OUTSIDE-DMZ in interface outside

CNAS=ASA{COREIg) ¥

CCNAS-ASA# show nat

Auto NAT Policies (Section 2)
1 (dmz) to (outside) source static DMZ-SERVER 209.165.200.227

Translate_Rits = U, untranslate hits = 4

2 (inside) to (outside) source dynamic inside-net interface
translate hits = 4, untranslate hits = 0

CCNAS-ASA# show xlate
1 in use, 3 most used

CCNAS-ASAT

Add Network Object

- Configuration > Firewall > Objects > Network Objects/Groups

& B e e B O D 7
(& = [ e Mo | e

Add Network
Objects.

Network Objects "=

Firewall

36



Dynamic PAT Static NAT

- Configuration > Firewall > Objects > Network Objects/Groups - Configuration > Firewall > Objects > Network Objects/Groups

]

i)

Verifying NAT

- Configuration > Firewall > NAT Rules

Ak Qe G L RS G B e
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The AAA Concept is Similar to the Use of a Credit Card

Local Database AAA Authentication

- Local AAA uses a local database for authentication.
— Users authenticate against the local database entries.
— Local AAAis ideal for small networks that do not need a dedicated server.

- Use the username name password password
[privilege priv-level] command to create local user
accounts.

- Usethe aaa authentication {enable | http | ssh |
telnet} console {aaa-svr-name | LOCAL} command.

CCNAS-ASA (config) 4| username admin password cisco privilege 15 |
CCNAS-ASA (config) #
CCNAS-ASA(config) #|aaa authentication enable console LOCAL
CCNAS-ASA(config) #|aaa authentication http console LOCAL

CCNAS-ASA (config) #|aaa authentication ssh console LOCAL

CCNAS-ASA(config) #|aaa authentication telnet console LOCAL
CCNAS-ASA (config) #

ASAAAA

Unlike the ISR, ASA devices do not support local authentication
without using AAA.

Cisco ASA can be configured to authenticate using:
— Alocal user database

— An external server for authentication

— Both

Server-Based AAA Authentication

Server-based AAA authentication is a far more scalable solution.

Server-based AAA authentication uses an external database
server resource leveraging RADIUS or TACACS+ protocols.

To configure a TACACS+ or RADIUS server, use the following
commands:
— aaa-server server-tag protocol protocol

+ Creates a TACACS+ or RADIUS AAA server group.

— aaa-server server-tag [(interface-name)] host {server-ip
| name} [key password]

« Configures a AAA server as part of a AAA server group. Also configures AAA server
parameters that are host-specific.

Configure server based AAA authentication.

— Usethe aaa authentication {enable | http | ssh | telnet}
console server-tag command.
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Configuring AAA Authentication

- Configure AAATACACS+ server and local AAA authentication.
— The local database is used as a backup.

CCNAS-ASA (config) #| username admin password cisco privilege 15 ]
CCNAS-ASA (config) #
CCNAS-ASA (config) #| aaa-server TACACS-SVR Etomcol tacacs+

CCNAS-ASA (config-aaa-server-group) f| aaa-server TACACS-SVR (dmz) host 192.168.2 GiscolZ3|
CCNAS-ASA (config-aaa-server-host) #exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# show run aaa-server

aaa-server TACACS-SVR protocol tacacs+

aaa-server TACACS-SVR (dmz) host 192.168.2.3

key *wxux
CCNAS-ASA (config) #,
CCNAS-ASA (config) #| aaa i http console LOCAL
CCNAS-ASA (config) #| aaa authentication enable console TACACS-SVR LOCAL
CCNAS-ASA (config) #| i http console LOCAL
CCNAS-ASA (config) #|aaa authentx.catx.on serial console TACACS-SVR LOCAL
CCNAS-ASA (config) #|aaa ssh console LOCAL
CCNAS-ASA (config) #|aaa authentication telnet console TACACS-SVR LOCAL
CCNAS-ASA (config)
CCNAS-ASA (config) #

Verify the AAA Configuration

Log out and log back in.

Use the:
— show running-conf username command to view all user accounts.
— show running-conf aaa command to view the AAA configuration.

Use the clear config aaa command to erase AAA.

Add Local Database Entries

- Configuration > Device Management > Users/AAA > User
Accounts
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CCNAS-ASA (config) § show run aaa

aaa authentication enable console TACACS-SVR LOCAL
aaa authentication http console TACACS-SVR LOCAL
aaa authentication serial console TACACS-SVR LOCAL
aaa authentication ssh console TACACS-SVR LOCAL
2aa authentication telnet console TACACS-SVR LOCAL
CCNAS-ASA (config) # exit

CCNAS-ASA# disable

CCNAS-ASA> exit

Logoff

Username:|
Password:
Type help or '?' for a list of available commands.
CCNAS-ASA>

Add a User

- Click on Add and enter the user detail.

sn..ﬁ Umg\...o..... Qe et P

— CrL] & e

39



Add AAA Server Group

- Configuration > Device Management > Users/AAA > AAA
Server Groups
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Add RADIUS Server to AAA Server Group

- Add a RADIUS server to the configured server group.

] sl
=

Add TACACS Server to AAA Server Group

- Add a TACACS+ server to the configured server group.

]

Enable AAA Authentication

- Configuration > Firewall > Users/AAA > AAA Access >
Authentication

-
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Modular Policy

Framework
(MPF)

©2012Cisc0 s wtastes. A it roarvs

Modular Policy Framework (MPF)

Classify Traffic Define Actions Activate Policy

Policy Maps Senvice Policy

What are we looking for? ‘What shall we do with it? Where do we do it?
- Idensfy trafic on which o Define a policy for the trafficat | |+ Activate the policy map on
periorm MPF. Layers 3107. interfaces.

* Create Layer 3/4 class maps Create a policy map that can * Create a service policy that
that can contain multiple match contain multiple class maps. applies a policy map to an
criteria. with associated actions. interface or all interfaces.

service-policy serv-name
interface intf-name

class-map class-name policy-map policy-name

Modular Policy Framework (MPF)

- MPF defines a set of rules for applying firewall features, such as
traffic inspection and QoS, to the traffic that traverses the ASA.
— It allows granular classification of traffic flows, to apply different advanced

policies to different flows.

- Cisco MPF uses these three configuration objects to define
modular, object-oriented, hierarchical policies:

Class Maps Policy Maps Service Policy:

— Class maps:
+ Define match criterion by using the class-map global configuration command.
— Policy maps:
+ Associate actions to the class map match criteria by using the policy-map
global configuration command.

— Service policies:

+ Enable the policy by attaching it to an interface, or globally to all interfaces using
the service-policy interface configuration command.
o .

Four Steps to Configure MPF on an ASA

1. Configure extended ACLs to identify specific granular traffic.
This step may be optional.

2. Configure the class map to identify traffic.
3. Configure a policy map to apply actions to those class maps.

4. Configure a service policy to attach the policy map to an
interface or apply it globally.

CNAS-ASA (config) § access-list TFIP-TRAFFIC permit udp any any eq 69 |
= config) ¥
CNAS-ASA (config) f class-map CLASS-TETP
CNAS-ASA (config-cmap) b match access-list TETP-TRAFFIC
CNAS-ASA (config-cmap)  exit
ToRTIGIT
CNAS-ASA (config) f policy-map POLICY-TETP
CNAS-ASA (config-pmap) 4 class CLASS-TFTP
CNAS-ASA (config-pmap-c) # inspect tftp
CNAS-ASA (config-pmap-c) § exit
CNAS-ASA (config-pmap) § exit
CCNAS-ASA (confiq) ¥
(config) # ice-policy global
CCNAS-ASA (config) #
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Class Maps Class Map Configuration Mode

- Class maps are configured to identify Layer 3/4 traffic. - In class-map configuration mode, define the traffic to include in

the class by matching one of the following characteristics.

— description -Add description text.

— match any - Class map matches all traffic.

— match access-list access-list-name - Class map matches traffic
specified by an extended access list.

- To create a class map and enter class-map configuration mode,
use the class-map class-map-name global configuration
command.

— The names "class-default" and any name that begins with "_internal”
or "_default" are reserved.

— The class map name must be unique and can be up to 40 characters in - To display information about the class map configuration, use the
length. show running-config class-map command.
— The name should also be descriptive.

NOTE:

— For management traffic destined to the ASA configure the class-map type
management class-map-name command.

Policy Map Verify Policy Map

Policy maps are used to bind class maps with actions in 3 steps: - To display information about the policy map configuration, use the

show running-confi olicy-map command.
1. Usethe policy-map policy-map-name global command. g g P y-map

— The policy map name must be unique and up to 40 characters in length. - To remove all policy maps, use the clear configure
. . . X . policy-map command in global configuration mode.
2. From policy-map configuration mode (config-pmap), configure:

— description - Add description text.

— class class-map-name
« Identify a specific class map on which to perform actions.
« Enter sub-configuration mode.

3. Assign actions for the class including:
— set connection - sets connection values
— inspect - provides protocol inspection servers
— police - sets rate limits for traffic in this class
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Service Policy Verify Service Policy

- To activate a policy map globally on all interfaces or on a targeted To display information about the service policy configuration, use
interface, use the service-policy global configuration the show service-policy or the show running-config
command. service-policy command.

To remove all service policies, use the clear configure
service-policy command in global configuration mode. The

- Use the command to enable a set of policies on an interface.

+ The command syntax is as follows: clear service-policy command clears the service policy
— service-policy policy-map-name [global | interface intf] statistics
B | S . | E— ] B | S . | E—
Default Class Map Policy Default Policy Map Policy
- MPF provides three default settings: - The configuration includes a default Layer 3/4 policy map that the
— Default class map ASA uses in the default global policy.
- Default policy map - Itis called global_policy and performs inspection on the
- Default service policy default inspection traffic.

- The class map configuration also includes a default Layer 3/4
class map that the ASA uses in the default global policy called
inspection_default and matches the default inspection
traffic.

— class-map inspection_default

- There can only be one global policy.
— Therefore, to alter the global policy, either edit it or replace it.

— match default-inspection-traffic




ASA Default Policy

+ The ASA default configuration includes a global service policy that
matches all default application inspection traffic.
— Otherwise, the service policy can be applied to an interface or globally.

— Interface service policies take precedence over the global service policy for a
given feature.

- To alter the global policy, an administrator needs to either edit the
default policy, or disable the default policy and apply a new policy.

ASDM Service Policies

- Configuration > Firewall > Service Policy Rules > Add
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Default ASA MPF Policy

<Output omitted>
class-map inspection_default

match default-inspection-traffic | ) _

Policy-map global _policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip

b R e |

inspect xdmep
|Se“’i°e'P°l‘°Y e I_’_

<Output omitted>

Hmimn
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Remote Access VPNs

- Enterprise users are requesting support for their mobile devices
including smart phones, tablets, notebooks, and a broader range
of laptop manufacturers and operating systems.

- This shift has created a challenge for IT security.

+ The solution is the use of SSL VPNSs to secure access for all
users, regardless of the endpoint from which they establish a
connection.

ASA Remote Access VPN Support

- The ASA supports three types of remote-access VPNs:
— Clientless SSL VPN Remote Access (using a web browser)
— SSL or IPsec (IKEv2) VPN Remote Access (using Cisco AnyConnect client)
— IPsec (IKEvl) VPN Remote Access (using Cisco VPN client)
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IOS VPN versus ASA VPN

- Both Cisco ISR and ASA provide IPsec and SSL VPN capabilities.
— ISRs are capable of supporting as many as 200 concurrent users.
— ASA can support from 10 to 10,000 sessions per device.

- For this reason, the ASA is usually the choice when supporting a
large remote networking deployment.

Clientless versus Client-Based SSL VPN

- Clientless SSL VPN:

— Browser-based VPN that lets users establish a secure, remote-access VPN
tunnel to the ASA using a web browser.

— After authentication, users access a portal page and can access specific,
supported internal resources.

- Client-Based SSL VPN:

— Provides full tunnel SSL VPN connection but requires a VPN client application
to be installed on the remote host.

— Requires a client, such as the Cisco AnyConnect VPN client to be installed on
the host.

- The AnyConnect client can be manually pre-installed on the host,
or downloaded on-demand to a host via a browser.
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AnyConnect Previously Installed

+ When the AnyConnect client is pre-installed on the host, the VPN
connection can be initiated by starting the application.

— Once the user authenticates, the ASA examines the revision of the client and
upgrades it as necessary.

o | © ns] |
aliale
cisco

.

Consumerization

- To support IT consumerization, the
Cisco AnyConnect client is available
for free for:

— iOS devices (iPhone, iPad, and iPod
Touch)

— Android OS (select models)
— BlackBerry

— Windows Mobile 6.1

— HP webOS

— Nokia Symbian

AnyConnect Downloaded and Installed

- Remote users can connect and authenticate to the ASA and then
uploads the AnyConnect client to the host.
— Host operating systems supported include Windows, Mac OS, and Linux.

— The AnyConnect client then installs and configures itself and finally
establishes an SSL VPN connection.
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Clientless VPN

Wizard
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ASDM Assistant

« Clientless SSL VPN can be configured using the ASDM Assistant
to guide an administrator through the SSL VPN configuration.
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Clientless SSL VPN Wizard Example

- The topology in this example is as follows:
— An inside network with security level 100
— A DMZ with security level 50
— An outside network with a security level of 0

- Access to the DMZ server is already provided using static NAT.

Clientless SSL VPN Wizard

- Clientless SSL VPN can also be configured using the Menu Bar
Wizards > VPN Wizards > Clientless SSL VPN Wizard.
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Clientless SSL VPN Wizard Example

- Assume the outside host requires access to specific applications

which do not need a full tunnel SSL VPN.

- For this reason, the remote host will use a secure web browser

connection to access select corporate resources.




Start the ASDM Clientless SSL VPN Wizard

« Wizards > VPN Wizards > Clientless SSL VPN Wizard

1 - SSL VPN Welcome Window
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4 - Group Policy 5 - Bookmark Lists

Group iy (St (o1 6) = e r—— T ———
e L
ST | N T —— ] ] | | @ | |
£ by cismguppky Frman 5 e T
real O O [ ko
o R S|
o
it [
B | e e =] o
a0 O e
o I il SR .
A list is a set of URLs
ame [ thatis configured to be used in
[ e the clientless SSL VPN web
I o St el portal.
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Clientless SSL Connection Profiles Window
- Configurations > Remote Access VPN > Clientless SSL VPN
E Access > Connection Profiles
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Login From the Remote Host

- From a web browser, enter the public address of the ASA device.

— Be sure to use secure HTTP (HTTPS).
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Closing the Connection

- User either logs out or the connection timeouts.

‘-u--.-x—- =
(Gt = O 1a) 1] ] Dimew Slyvoimss B 53 B

-k

Tae s

L - T

[ ——

< Clocehe twats wiiw

L]

e T it !

View Web Portal Bookmarks

- ASA SSL Web portal webpage will be displayed listing the various

bookmarks previously assigned to the profile.
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Generated CLI Commands

- The clientless SSL VPN wizard generates configuration settings

for the following:

webvpn
enable outside

|group-policy Clientless-SSL-Policy internal |
group-policy Client. icy i —’
P P ssl-clientl
webvpn
url-list value Corporate-Email

username BobV password bleSkhCuLEVIO.LP encrypted privilege 0
username BobV attributes

vpn-group-policy Clientless-SSL-Policy

tunnel-group Client. type

‘tunnel-group Client. general-attribut _’
default-group-policy Clientl licy

P [Evable an SSLVPN on the specifed mterce. |
L

- [EREE |

Define Tunnel Group:

+ Users can connect using
IPsec or SSL

+ Specify default attributes
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alialn ASDM Assistant

cisco
- Configurations > Remote-Access VPN > Introduction
— Click SSL or IPsec(IKEv2) VPN Remote Access (using Cisco AnyConnect
Client).
mw = - x|
e e ey vy Yre— |
e s

AnyConnect
VPN Wizard

BaE B

AnyConnect VPN Wizard AnyConnect VPN Wizard Example
- Wizards > VPN Wizards > AnyConnect VPN Wizard - The topology in this example is as follows:
— An inside network with security level 100

— A DMZ with security level 50
— An outside network with a security level of 0

- Access to the DMZ server is already provided using static NAT.

PCB.
1721633

51




AnyConnect VPN Wizard Example

+ The outside host does not have the Cisco AnyConnect client pre-
installed.
— Therefore, the remote user will have to initiate a clientless SSL VPN

connection using a web browser, and then download and install the
AnyConnect client on the remote host.

- Once installed, the host can exchange traffic with the ASA using a
full tunnel SSL VPN connection.
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1 - SSL VPN Welcome Window

Start the ASDM AnyConnect VPN Wizard

- Wizards > VPN Wizards > AnyConnect VPN Wizard
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2 - Connection Profile Identification




3 - VPN Protocols 4 - Client Images

5 - Authentication Method 6 - Client Address Assignment
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7 - DNS Configuration

6. Courk A ass Assigrnet

8, NAT Exent
. AnyConnect Clent
Deslayent

10, Sunary
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9 - Client Deployment Message
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8 - NAT Configuration
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10 - Summary
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ASDM Network (Client) Access Window

- Configurations > Remote Access VPN > Network (Client)

Access > AnyConnect Connection Profiles

&
1
i
&

Accept the Security Certificate (if required)

- The ASA may request confirmation that this is a trusted site.

— If requested, click Yes to proceed.
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Login from the Remote Host

- Open web browser and enter the login URL for the SSL VPN into
the address field.
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Platform Detection

The ASA performs a series of compliance checks, platform
detection, finally selects / downloads the software package.
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Install AnyConnect (if required)

Detect ActiveX (if required)
- A security warning will be displayed if AnyConnect must be - If the AnyConnect client must be downloaded, then ActiveX must
installed. be installed and configured to trust the ASA.
NN N 3
Q-0 1= 2] (| e e @ 5 BB
08008 = s o A ik

cLDNT
Wt cisco Anyconnect
&y WebLaunch
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Add ASA as Trusted Site Auto-Download Complete
- It is important that the security appliance is added as a trusted
network site.

- After the client completes the auto-download, the web session will

e Gh Ve Froim Tk

automatically launch the Cisco AnyConnect SSL VPN Client.
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Confirm Connectivity

AnyConnect

Wizard Generated Output

The generated output from the AnyConnect VPN Wizard.

CCNAS-ASA (config) # object

network NETWORK OBJ_192.168.1.32 27

CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object) #

mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit
CCNAS-ASA (config)# nat (inside,outside) source static any any destination static
NETWORK_OBJ_192.168.1.32_27 NETWORK_OBJ_192.168.1.32_27 no-proxy-arp route-lookup

CCNAS-ASA (config) ¢ webvpn
CCNAS-ASA (config-webvpn)
INFO: WebVEN and DTLS are
CCNAS-ASA (config-webvpn)
CCNAS-ASA (config-webvpn)
CCNAS-ASA (config-webvpn)

enable outside
enabled on 'outside'.

anyconnect unage disk0:/anyconnect-win-2.5.2014-k9.pkg 1
anyconnect enab.

tunnel- g:oup-l.xst enable

ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62

BT )
B Coromton O Stats | 2 s |
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Comt e snm
Sovs s 16820028
ot o ot it
e st -
Bptes Racebied: 127
e Convectas wina

AnyConnect Wizard Generated Output

NAT configuration

CCNAS-ASA (config-webvpn) # exit
CCNAS-ASA (config) 4 group-policy GroupPolicy 2 internal

CCNAS-ASA (config-group-policy) # group-policy GroupPolicy ttribut
CCNAS-ASA (config-group-policy) # wins-server non

CCNAS-ASA (config-group-policy) ¢ dns-server vatue 192.168.2. 3

CCNAS-ASA (config-group-policy) ¢ vpn-tunnel-protocol ssl-clie

CCNAS-ASA (config-group-policy) ¢ default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) ¢ exit

CCNAS-ASA (config)# tunnel-group type
CCNAS-ASA (config)# tunnel-group general-attribut
CCNAS-ASA (config-tunnel-general) ¢ address-pool VPN-Client-Pool
CCNAS-ASA (config-tunnel-general) ¢ default-group-policy G:oupPol).cy e
CCNAS-ASA (config-tunnel-general)# tunnel-group bvpn- ib
CCNAS-ASA (config-tunnel-webvpn) # group-alias AnyConnect-VEN Corvts

AnyConnect Wizard Generated Output

WebVPN Configuration

CCNAS-ASA (config) # object network NETWORK OBJ_192.168.1.32 27

CCNAS-ASA (config-network-object) f subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object) f ip local pool VEN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) f exit

CCNAS-ASA (config) 4 nat (inside,outside) source static any any destination static

NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
|—(_f'_ﬂ1s—ccms ASA(config) ¥ webvpn

CCNAS-ASA (config-webvpn) § enable outside
INFO: WebVEN and DTLS are enabled on 'outside'.
CCNAS-ASA (config-webvpn) image disk0:
CCNAS-ASA (config-webvpn) § anyconnect enable

CCNAS-ASA (config-webvpn) § tunnel-group-list enable
CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) 4 group-policy GroupPolicy 2 AnyCcnnect VPN internal

CCNAS-ASA (config-group-policy) f group-polic 13 ttribut
CCNAS-ASA (config-group-policy) f wins-server Foer

CCNAS-ASA (config-group-policy) f dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy) f vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)  default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) f exit

CCNAS-2SA (config)# tunnel-group type

CCNAS-2SA (config)# tunnel-group general-attribut

CCNAS-ASA (config-tunnel-general)f address-pool VPN-Client-Pox

CCNAS-ASA (config-tunnel-general)f default- group policy chuchlu:y Anycannect VEN
CCNAS-ASA (config-tunnel-general)f tunnel-g;
CCNAS-ASA (config-tunnel-webvpn)# group- oo AnyConnect-VEN enlhl.e

in-2.5.2014-k9.pkg 1

CCNAS-ASA(config) 4 object network NETWORK OBJ_192.168.1.32_27
CCNAS-ASA (config-network-object)# subnet 192.168.1.32 255.255.255.224
CCNAS-ASA (config-network-object)# ip local pool VEN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object)+ exit

CCNAS-ASA(config)4 nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVEN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) #
CCNAS-ASA (config-webvpn) #
CCNAS-ASA (config-webvpn) #
CCNAS-ASA (config-webvpn) #

anyconnect nnaqe disk0:/anyconnect-win-2.5.2014-k9.pkg 1
anyconnect enabl
tunnel-group- Tist enable

exit

WES-RESA(config) ¥ group-policy GroupPolicy. nte:
CCNAS-ASA (config-group-policy) # group-| pohcy GroupPolicy_} J\nyconnect VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy)+ dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy) # vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy) ¢ default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) 4 exit

CCNAS-ASA (config)# tunnel-
CCNAS-ASA (config) 4 tunnel-
CCNAS-ASA (config-tunnel-general) # address-pool VPN~

group type
group general
cmionbe

CCNAS-ASA (config-tunnel-general) # default-group-policy G:

CCNAS-ASA (config-tunnel-general) # tunngl»g:o

P
CONAS-ASA (config-tunnel-webvpn) § group-alias AnyConnect-VPN enable
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AnyConnect Wizard Generated Output

Group Policy configuration

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32_27
CCNAS-ASA (config-network-object) f subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object) f ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62

mask 255.255.255.224

CCNAS-ASA (config-network-object) f exit

CCNAS-ASA(config) # nat (inside,outside) source static any any destination static
NETWORK_OBJ_192.168.1.32_27 NETWORK_OBJ_192.168.1.32_27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) image disk0:/any in-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) f anyconnect enabl

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

AnyConnect Wizard Generated Output

Tunnel Group configuration

[CCNAS-ASA (conflg) § group-policy GroupPolicy ? internal

CCNAS-ASA (config-group-policy) f group-policy GroupPolicy ? ttribut
CCNAS-ASA (config-group-policy) # wins-server no

CCNAS-ASA (config-groub-policy) § dns-server value 152.168.2.3

CCNAS-ASA (config-group-policy) f vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)  default-domain value ccnasecurity.com

CCNAS-ASA (config-qroup-policy) # exit

CCNAS-ASA(config) # tunnel-group VEN type

CCNAS-ASA(config) # tunnel-group general-attribut

CCNAS-ASA (config-tunnel-general)  address-pool VPN- Clxant EooL’

CCNAS-ASA (config-tunnel-general) f default-group-p

CCNAS-ASA (config-tunnel-general) # tunnel-group ibut,
CONAS-ASA (config-tunnel-webvpn) # group-alias AnyConnect-VEN enable

CCNAS-ASA(config) § object network NETWORK OBJ_192.168.1.32_27
CCNAS-ASA (config-network-object)# subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62

mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA(config) § nat (inside,outside) source static any any destination static
NETWORK_OBJ_192.168.1.32_27 NETWORK OBJ_192.168.1.32_27 no-proxy-arp route-lookup

CCNAS-ASA (config) § webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA(config-webvpn) # anyconnect image disk0:/anyconnect-win-2.5.2014-k9.pkg 1

CCNAS-ASA (config-webvpn) # anyconnect enabl

CCNAS-ASA(config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) § group-policy GroupPolicy 2 internal

CCNAS-ASA (config-group-policy) # group-pe icy GroupPolicy_J ttribut

CCNAS-ASA(config-group-policy) # wins-server

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy) # vpr 1-p: ssl-client

CCNAS-ASA (config-group-policy) # dsfau in value ity.com
cy) #

CCNAS-ASA (config)§ tunnel-group AnyConnsct -VEN type remote-access

CCNAS-ASA(config)# tunnel-group general
CCNAS-ASA (config-tunnel-general) # address-pool VPN—Chant—Poo]
CCNAS-ASA (config-tunnel-general) # default-group-p

CCNAS-ASA (config-tunnel-general) ¢ tunnel-grot
CCNAS-ASA (config-tunnel-webvpn) # qroup—a]xas AnyConnect-VEN enable
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